/AR
INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2
Ml & -

CSP CAIQ| SSRM Control CSP Implementation Descripti CSC Responsibilities ccm
Answer | Ownership (Optional/Recommended) (Optional/Recommended) | Control ID.

Question CCM Control Spe: CCM Control Title CCM Domain Title

CSP-owned Sono defii polche e procedure. La docmentazione i sistema ¢’ Nessuna.

Are audit and assurance policies, procedures, and standards established, documented, Establish, document, approve, commur

ate, apply, evaluate and maintain

1 Riesami del i
approved, communicated, applied, evaluated, and maintained! e o e el Aleuni CSO :r:‘e“?:“‘:‘;ml - audic and assurance policies and procedures and standards. Review and update
A&AOLI effeiuare auditdi  parie su sistemi the policies and procedures at least annually
di gestione e sul sistema i
i ince Policy anc
Copsorvesions o Audit and me: ce Policy and
Are audit and assurance policies, procedures, and standards reviewed and updated Yes. CSP-owned
s et anmuly? Diedone. | poces! o e procecur sono rhaluae lmeno una vl AluniCSC fctedono opa el
A&A012 anno. documentazione, n pariicolare dei
ian!d comtinalal Speratn
AN T B T PO e T e e v s Yes CSP-owned  Incarico ad Ente di cerificazione accreditato @ riconosciuto per o Nessuna Conduct independent audic and ©
sandards a lons omuly? svolgimento di audit annualiditerza parte sui sistem di gestione.  Alouni CSC richiedono di poler e oot e
eseguire audit di sconda parte, in relevan standards atleast annually.
A&A-02.1 e ABADY Independent Assessments
operaiiva
Are independent audit and assurance assessments performed according to risk-based Yes CSP-owned  Piano di audit dellEnte di cerificazione, descrive le proprie Nessuna Perform independent audit and assurance assessments according to
ABA03.1 plans and policies! metodologie di audt risk-bas ABA03  risk-based plans and polices Risk Based Planing Assessment  Audic & Assurance
Is compliance verified regarding all relevant standards, regulations, legal/contractual, Yes EPa oD R R (T G R Verify compliance with il relevant standards, regulations, legal/contractual,
A&A-04.1  and statutory requirements applicable to the audit! F D D T DO S R ABA04 and statutory requirements applicable to the audic Requirements Compliance
15 an audit management process defined and implemented to support audit planning, Yes CSPouned  Piano e rappotodiaud deliEnle d cerfcasone deserive gl - Nessuna Define and implement an Audit Management process to support audit
sk analyss, securiy control assessments, conclusions, remediation schedules, oo riiev i i n, remeds
ARADS.1 o e " “ « ettt g sarvar! sppmoal 156 15011 & B0 17068) Aga0s Planning isk analysis,securicy control assessment,conclusion,remediation A Management rocess
report generation, and reviews of past reports and supporting evidence schedules, report generation, and review of past reports and supporting evidence,
s a riskcbased corrective action plan to remediate audic findings established, Yes CSP-owned i Zin TESTHCIDCTUED AR Ll Establish, document, approve, communicate, apply, evaluate and maintain
v 1a mitigazi i i rima,
A&A-06.1  documented, approved, communicated, applied, evaluated, and mainained! rile ma Y o emers durio g aui i rina 2 riskcbased corrective action plan to remediate audit indings, review and
report remediation status to relevant stakeholders,
15 the remediation status of audi findings reviewed and reported to relevant Yes CSPowned  Riesame della direzione annuale. [ Remediation
ALADG2 |skaholders? Piano di miglioramento allegato. Aleuni CSC richiedono evidenze sule
azioni di miglioramento e correttive
intraprese.
Are application security policies and procedures established, documented, Yes EEEE i Nessuna Establish, document, approve, communicate, apply, evaluate and maintain
rezione annuale.
sy, PProve communcaed, pplid,sated and maincaind o guide spropriate S e policies and procedures for application security to provide guidance to the
planning, delivery, and support of the organization's application security capabilties? T R I e T appropriate planning, delivery and support of the organization's application
Comunicazione e distribuzione degli aggiomamenti a tutto il Als.01  security capabllities. Review and update the policies and procedures at least Application and Interface Security
onle ol Policy and Procedures
Are application security policies and procedures reviewed and updated at least CSP-owned  Veriica delle politche o delle procedure durante il iesame della  Nessuna.
AS012Z st direzione annuale.
Are baseline requirements to secure different applications established, documented, Yes CSP-owned  Le prassi stabilte si applicano a tutte le applicazioni in uso @ messe  Adozione di canli di comunicazione Establish, document and maincain baseline requirements for securing
AIS02.1  and maintained? a disposizione del CSC. Sono impost a CSC requisi  sicurezza  sicurinello scambio di nformazioni  pjc 0 e ; Application Security Baseline
4 nello scambio dele informazioni. conil CSP. ferent applications. Requirements
Are technical and operational metrics dafined and implemented according to Yes GSProwned  Sono defins ndcator el sz o roquisi 8 scurezza 105G dovono stesrtors o Define and implement technical and operational metics in alignment
N N obiettivo per ferogazione i senvz. accea i contratt
AIS0.1 b oo, ety reqiramencsand omplance bl pererog Sootaro coonlOMSHN 0 | A505 | s e, ey i, o chfpios Applcaion Soury Morris
dal CSP.
T ST e el i e e i, s Yos CSP-owned  Sonodefin procekre digosiono 4o SOLCpertuole - Nossuna Define and implement a SDLC process o application design, development, secure Appiadon Desdgn and
o . applicazioni i ecure i
AIS-04.1  deployment, and operation per organizationally designed security requirements? T RO DR L C=E) iS04 deployment, and operation in accordance with security requirements defined by e e
velopment
the organization. P
Does the testing strategy outine criteria to accept new information systems, Yes CSP-owned  Sono definite regole per faccettazione dei sistemi nuovi o modificati  Nessuna Implement a testing strategy, including criteria for acceptance of
upgrades, and new versions while ensuring application security, compliance adherence, (Ghange management) per tutle e applicazion messe & « des and which provides appl
3 ) Pl et et new information systems, upgrades and new versions, which provides application
AIS-05.1 )
and organizational speed of delivery goals? sicurezz. security assurance and maintains compliance while enabling organizational speed
Una parto gl corico o luppaa daunfornior acrediatoa sgs o delher goas Avtomate when spplcble and pssie Avtomated Applcation Securiy AvP"==:°" &lnterface
irketoiace Aa 2 § ecurity
O O Yes CSP-owned  Per alcune applicazioni sono implementate automazioni per a Nessuna Testing
verifica della non regressione del codice prima del rascio. Soro.
AIs-052 implementat sirumenti per 'analis statica del codice.
Una parte del codice o svluppata da un foritore accrediato al
Marketniace AqiD
Are srategies and capabilties established and implemented to deploy application Yes GSProwned . Sono definerogol per lacctiadonedof e nuov o medifcal Nessuna, \ Establish and implement strategies and capabilities for secure, standardized,
AIS06s  |code i rdied, " iange management) per (e lo applicazioni messe a d alcuni CSC e ichiesto di testare ) .
code in a secure, standardized, and compliant manner e e ioaneo anena o aspet oo mpiamane and complant application deploymen. Automate where possible.
sicurezza nellinterazione con i sistemi oroori
s the d integration of application R Yes CSP-owned ' definito un sistema ci Continuos Integration che garantiscela  Nessuna. AS06 Automated Secure Application
creazione degli artefat in modo automatico e contrllato. l lascio Deployment
e negl ambiet i procuzion ¢ sempre manusle  conrlac
secondoi criter stabil di CHange managem
U prts del ensice & svluppta oo an fiors accrediat o
Warketoiaca AalD.
Are application security vulnerabilties remediated following defined processes? Yes CSP-owned un processo di ! tecniche  Nessuna Define and implement a process to remediate application security
pubblicate per | sistemi e gli strumeni ulizzati. | sistemi sono Alcuni CSC effetiuano VA sul sistemi - o o
Sotopost a VA intema periodica e VA e PT da parte di un ente terzo _pubblicatl previa autorizzazione o voinerabiltes, automating remediation when possible.
AIs-07.1 annualmente. comunicano I isultat
Una parts del codice e’ sviluppata da un fomitore accreditato al Application Vulnerabilty
Markelplace AgID e i preaccupa di comunicare paiches e AIS07
aninmamant i sieuraz7a di i nertinanza Remediation
D E e e e e No CSP-owned  Tutle modiche uardan winerabie dsstema o di pplcao Nessuna
AS072 | posser Sono verificate dai responsabillprima delimplementazione.
& processo di CM e manuale  controllat.
Are business continuity management and operational resiience policies and Yes CSPouned - Sono implementae rocedure pora coninulr operaie, una BiA e Nessuna Establish, document, approve, communicate, apply, evaluate and maintain
un DRP, rivsti i funzione dei cambiamenti del
BCRaor,  Procedures establihed. documented, approved. communicated, appled. evaluaced, st periodicamente, almono una ol allame T azene e business continuity management and operational resilience policies and procedures.
and maintained! sy Review and updite the policie and procedures st et nnualy. Business Continulty Management
Policy and Procedures
e e e Yes CSP-owned  Sono implementate procedure per a continuita’ operativa, una BIA e Nessuna.
BCR-012 n DRP, i infunzion dc cambiamont dlforganizazione o
testati neriodicamente. almena ina voita aan
Are criteria for developing business continuity and operational resiliency Yes CSPouned - Sono implementate procedure pera m‘mmuﬂf" operaia, una Bk e Nossuna, Determine the impact of business disruptions and risks to establish
stracegies and capablltes established based on business d i : Lanaifs def rischi considera gl aspott di Vouni iteri i sl i isk Asse
BCR021 8l N P lished based on business disruption and risk attivita ¢ degll impatt derivant da queste eventuallinterruzion. rispondenza del piano di continuita" BeRogy  Criteria for developing business continuity and operational resiience stracegies Risk Assessment and Impact.
impacts operaiiva alle oro specifiche and capabilices. Analysis
esigenze.
Are strategies developed to reduce the impact of, withstand, and recover from Yes Ehay S R LD R D BRO R Establih strategies to reduce the impact of, withstand, and recover
—— . ™ 3 un DRP, Lanalisi dei rischi considera gl aspett di intermuzione delle o Forunsions wichi
BCR.03.1  business disruptions in accordance with risk appetice? R BCR.03  from business disruptions within sk appecite Business Continuly Scrategy

valutazioni sul rischio tengono conto delle reali esigenze di business.
dei clianti
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BCR-04.1

BCR-05.1

BCR-05.2

BCR-05.3

BCR-06.1

BCR-07.1

BCR-08.1
BCR-08.2

BCR-08.3

BCR-09.1

BCR-09.2

BCR-10.1

BCR-10.2

BCR-11.1

cccol.l

ccco12

cccoz1

ccc.os.l

ccc04.l

ccc.os.1

ccc-06.1

cccor.l

ccc-08.1

ccc082

ccc-09.1

CEK-01.1

CEK-01.2

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

Question
Are operational resiience strategies and capability results incorporated
o establish, document, approve, communicate, apply, evaluate, and maintain a

business continuity plan?

Is relevant documentation developed, identified, and acquired to support business.
continuity and operational resilience plans?

s business continuity and operational resilience documentation available
to authorized stakeholders?

I business continuity and operational resilience documentation reviewed periodically?

Are the business continuity and operational resiience plans exercised and
tested at least annually and when significant changes occur?

Do business continuity and resilience procedures establish communication with
stakeholders and participants?

Is cloud data periodically backed up!

Is the confidentialiy, integrity, and availability of backup data ensured?

Can backups be restored appropriately for resiliency?

Is a disaster response plan established, documented, approved, applied, evaluated,
and maintained to ensure recovery from natural and man-made disasters?

Is the disaster response plan updated at least annually, and when signficant
changes occur?

Is the disaster response plan exercised annually or when significant changes
occur?

Are local emergency authorities included, if possible, in the exercise?

Is itical equipment. with
located at a reasonable minimum distance in accordance with applicable industry
standards?

Are risk management policies and procedures associated with changing organizational
assets including applications, systems, infrastructure, configuration, ecc., established,
documented, approved, communicated, applied, evaluated and maintained (regardiess
of whether assec management is internal or external)?

Are the policies and procedures reviewed and updated at least annually?

Is 2 defined quality change control, approval and testing process (with established
baselines, testing, and release standards) followed?

Are risks associated with changing organizational assets (including applications,
systems, infrastructure, configuration, etc) managed, regardless of whether asset
management occurs internally or externally (ie., outsourced)?

Is the unauthorized addition, removal, update, and management of organization
assets restricted!

Are provisions to limit changes that directly impact CSC-owned environments
and require tenants to authorize requests explicity included within the service
level agreements (SLAS) between CSPs and CSCs?

Are change baselines established for all el horized changes

on organizational assets?

Are detection measures implemented with proactive notification if changes
deviate from established baselines?

s a procedure implemented to manage exceptions, including emergencies, in
the change and configuration process?

“Is the procedure aligned with the requirements of the GRC-04: Policy Exception
Process!”

s process to proactively roll back changes to a previously known "good
state” defined and implemente

case of errors or security concerns?

Are cryptography, encryption, and key management policies and procedures established,

documented, approved, communicated, applied, evaluated, and maintained?

Are cryptography, encryption, and key management policies and procedures reviewed
and updated at least annually?

Answer

CSP CAIQ|SSRM Control

Ownership

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

Sono implementate procedure per a continuita’ operativa, una BIA

un DRP, L'analisi dei ischi considera gl aspett di internizione delle.

attivita e degliimpattiderivanti da queste eventuali interruzioni. Le

valutazioni sul fischio tengono conto delle reali esigenze di business

dei client.

‘Sono implementate procedure per la continuita’ operativa, una BIA &

un DRP.

Le procedure per la continuita’ operativa, una BIA & un DRP sono
disponibili agli stakeholders.

Le procedure per la continuita’ operativa, una BIA & un DRP sono
revisionate almeno annualmente,
La BIA e il DRP sono verificati almeno annualmente e in caso i
‘cambiamenti significativi

CSC Responsibilities
(Optional/Recommended)

Nessuna,

Nessuna,

Nessuna,

Nessuna,

Nessuna,

Le
DRP.

referentiin caso di
‘cambiament

Esiste un piano di backup con |
dlienti,

“Tutti | dati salvati dai processi di backup sono soggetti alle stesse
prassi dei dati di produzione.

essi di nel sistemi

backup
adotiate.

Nessuna,

Tutt
di produzione in caso di necessita’

Le procedure per la continuita’ operativa, una BIA & un DRP sono
revisionate almeno annualmente e approvate in caso di
cambiament.

Le procedure per la continuita’ operativa, una BIA & un DRP sono
revisionate almeno annualmente e approvate in caso di
cambiament

‘Sono implementate procedure per I continuita’ operativa, una BIA e
un DRP, rivisti in funzione dei cambiamenti dellorganizzazione
testati periodicamente, almeno una volta all'anno.

Le autorita’ i supporto e risposta al'emergenza sono coinvolte dal
gestore del datacenter ove risiede linfrastruttura cloud in occasione
dei lora test di AC

in g
da un partner del fomitore principale locato a circa 200 km di
distanza (Miano - alia)

Sono Implementale procedure per l coninuar cperai, una Bk e

al
‘secondo le prassi stabilite (RPO)

Rispetto degll accordi contrattuall
Rispetto degll accordi contrattuall
Nessuna.
Nessuna.

Nessuna,

Nessuna.

DRP, L'analisi dei rischi considera gli aspet
Stiita  dogihmpati dervant da queste ventua mereson

Alcuni CSC

rispondenza del piano di continuita®

operativa alle loro specifiche
igenze.

Le pr approvate in
caso di cambiament

1l processo di change management n senso ampio (processi,
tabllito ed attuato in rispetto dei
requisiti della norma ISO 9001

ool A D e SR O OISO

per evitare vemiions det stte o impatti derivanti da
‘eventualiinterruzioni sono valutatl e aggiomati. Le valutazioni sul
fischio tengono conto delle reali esigenze di business dei clienti

I processo di change management e stabilto ed attuato in modo
controllato nel rispetto dei requisiti della norma SO 9001, |
modifiche a tutt gli impianti e gli asset gestit e’ controllato dal
management

Negli accordi di servizio sono stabilite modalita e regole per il
change management al fine di migliorare l senvizio e limitare
limpatto sui clienti.

Negli accordi di senvizio sono stabilite modalita e regole per il
change management al fine di migliorare l senvizio e limitare
limpatto sui clienti

Sono implementati strumenti di monitoraggio dellinfrastruttura che.
permetiono Ia verifica di eventuali difformita’ dowute al change.
management rispetto agli accordi di servizio.

Sono implementate procedure per la mitigazione di eventuali effetii
negalivi provocati da difformita’ dowute al change management
fispetto agli accordi di senvizio,

Sono implementate procedure per la mitigazione di eventuali effetii
\egativi provocati da difformita’ dowute al change management
rispetto agli accordi di senizio,

Sono implementate procedure per la mitigazione di eventuali effetii
negativ provocati da difformita’ dowte al change management
fispetto agli accordi di senizio. Queste includono le modalita'di roll-
back allo stalo Dmcedeme di corretto funzionamento dei servi

Rispetto degli accordi contrattuali

Nessuna,

Nessuna

Nessuna,

Nessuna

Nessuna,

Nessuna

Nessuna,

Nessuna

Sono def politica e una proc
R R OO TS AT R o S
@ per [ clienti

Sono definite una politica e una procedura

gole di sicurezza
minima per le credenziali di accesso.
Accettazione dela crttografia per le
‘comunicazioni end-to-end.

contol ritografic delecredenall f accesso,per | ollaborator
@ per | clienti. La politica e' ivista al

gole di sicurezza
ririma per o credenall di accesso
fittograia per le

Comuicarion! endio-ont

ccM
Control ID

BCR-04

BCR-0S

BCR-06

BCR-07

BCR.08

BCR-09

BCR-10

BCR-I1

cccol

ccco

ccco3

ccco4

cccos

cccos

cccor

ccco8

ccco9

CEK-01

CCM Control Spe

Establish, document, approve, communicate, apply, evaluate and maintain
2 business continuity plan based on the results of the operational resilience

strategies and capabilities.

Develop, identify, and acquire documentation that is relevant to.
support the business continuity and operational resilience programs. Make the
documentation available to authorized stakeholders and review periodically.

Exercise and test business continuity and operational resilience
plans at least annually or upon significant changes.

Establish communication with stakeholders and participants in the
course of business continuity and resi

nce procedures.

Periodically backup data stored in the cloud. Ensure the confidentialicy,
integrity and availabiliy of the backup, and verify data restoration from backup
for resiliency.

Establish, document, approve, communicate, apply, evaluate and maintain
2 disaster response plan to recover from natural and man-made disasters. Update

the plan at least annually or upon significant changes.

Exercise the disaster response plan annually or upon significant
changes, including if possible local emergency authorities.

Supplement quipr redundant. e
located at a reasonable minimum distance in accordance with applicable industry
standards.

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for managing the risks associated with applying changes
to organization assets, including application, systems, infrastructure, configuration,
etc, regardless of whether the assets are managed internally or externally

(e outsourced). Review and update the policies and procedures at least annually.

Follow a defined quality change control, approval and testing process
with established baselines, testing, and release standards.

Manage the risks associated with applying changes to organization

assets, including application, systems, infrastructure, configuration, etc.,
regardless of whether the assets are managed internally or externally (ie.
outsourced),

Restrict the unauthorized addition, removal, update, and management

of organization assets.

Include provisions limiting changes directly impacting CSCs owned
environments/tenants to explicitly authorized requests within service level
agreements between CSPs and CSCs.

Establish change management baselines for all relevant authorized
changes on organization assefs.

Implement detection measures with proactive notfication in case
of changes deviating from the established baseline.

Implement a procedure for the management of exceptions, including
emergencies, in the change and configuration process. Align the procedure with
the requirements of GRC-04; Policy Exception Process.

Define and implement a process o proactively roll back changes to
2 previous known good state in case of errors or security concerns.

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for Cryptography, Encryption and Key Managemen. Review
and update the policies and procedures at least annually.

CCM Control Title CCM Domain Title

Business Continuity Planning

Documentation

Business Continuity
Management and
Business Continuity Exercises  Operational Resilience

Communication

Backup

Disaster Response Plan

Response Plan Exercise

Equipment Redundancy

Change Management Policy and
Procedures

Quality Testing

Change Management Technology

Unauthorized Change Protection

Change Control and

Configuration Management
Change Agreements ® *

Change Management Baseline

Detection of Baseline Deviation

Exception Management.

Change Restoration

Encryption and Key Management
Policy and Procedures
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CSP CAIQ| SSRM Control
Answer | Ownership

CSP Implementation Description
(Optional/Recommended)

CSC Responsibilities ccm
(Optional/Recommended) | Control ID.

Question ID Question CCM Control Title CCM Domain Title

CCM Control Spe

Are cryptography, encryption, and key management roles and responsiilities Yes CSP-owned  La politca per [ 1 uoli e le persone Define and implement cryptographic, encryption and key management
credenziali di accesso, o' attuata dai responsabilldei sistemi [T su  che implementano | controli
2 i 2 g nd re i oles and Responsiiliies
CEK-02.1  defined and implemented? e o e CEK-02  roles and responsiilie. CEK Roles and Responibili
Are data at-rest and in-transit cryptographically protected using cryptographic Yes CSP-owned | dati sono ciittografati nelle comunicazioni end-to-end tramite canale Il cliente implementa la Provide cryptographic protection to data at.rest and in-transit,
di comunicazione htps con librerie standard di mercato. | dati sono  comunicazione hitps lato propria
g ibraries cert r rds? CEK-03 i i v Data Encryption
CEK-03.1  libraries certified to approved standards? e epmie appagirone o un corliate ¢ e o in cerfosts  ImmeinALD using cryptographic ibraries certiied to approved standards. ta Encrypri
di marca temporale.
Are appropriate data protection encryption algorithms used that consider data Yes CSPowned  La crttografia applicata e’ vautata in funzione della tipologia dei dati  Nessuna Use encryption algorithms that are appropriate for data protection,
CEK-04.1  classification, associated risks, and encryption technology usability? et CEK-04  considering the classification of data, associated risks, and usabiliy of the Encryption Algorithm
encryption technology.
Ara standard change management procedures established ta review, approve, Yes CSP-owned  Sono definite una politica e una procedura per limplementazione dei  Nessuna Establish a standard change management procedure, to accommodata
communicate hy. encrypion, and ke ‘controN ceitografic ¢ delle credenzali df accseso, par| collaborator! changes from internal and external sources, for review, approval, implementation
CEK-05.1 yption. and key & per | clienti. La poliica e’ rvista almeno annualmente ed in CEK-05. 8 d “ approval, imp! Encryption Change Management
changes that accommodate internal and external sources? funcione dei cambiamenti tecrologici, and of encrypion and key manag o
changes.
Are changes to cryptography-, encryption- and key management.related systems, Yes CSP-owned  Sono definite una politica e una procedura per Iimplementazione dei  Nessuna Manage and adopt changes to cryptography-, encryption-, and key management-related
policies, and procedures, managed and adopted in a manner that fully accounts Gl O e e e T il systems (including policies and procedures) that fully account for downstream
& per | clenti. La poliica e’ rvsta in funzione di una valutazione dei Encryption Change Cost Benefit
CEK-06.1  for downstream effects of proposed changes, including residual risk, cost, and Fischil e del bilancic cosii-beneic CEK-06 effects of proposed changes, including residual risk, cost, and benefics analysis Ay
benefis analysis?
15 a cryptography, encryption, and key management risk program established Yes CSPowned  Sono definite una poliica e una procedura Eventuali indirizzi Establish and maintain an encryption and key management risk program
controll critografici e delle credenziall di accesso, per | collaboratori ~dei controll critograic
and maintained that includes risk assessment, rsk treatment, risk context, monitoring, : that includes provisions for risk assessment, risk treatment, risk context,
CEKO7.1 © per | clienti. La poliica e’ rvsta in funzione di una valutazione dei CEK-07 Encryption Risk Management
and feedback provisions? rischi, e del confronto con gl stakeholders. monicoring, and feedback.
Are CSPs providing CSCs with the capacity to manage their own data encryption Yes CSP-owned No, le chiavi di crittografia sono gestite internamente. Nessuna CSPs must provide the capability for CSCs to manage their own data
Sellcliente informazioni I
g ey CEK-08  encryption key CSC Key M Capabil
SECTE Tk consegna per la oro gestione, e una sua prerogativa ryprion keys.  Management Capabiley
Are encrypion and key management systems, policies, and processes audited Yes CsP-owned  Sono definite una politica e una procedura per limplementazione dei Nessuna Audic encryption and key management systems, policies, and processes
Ny controll crittografici e delle credenziall di accesso, | processi e le
with a frequency proportional to the system's risk exposure, and after any securiy o with a frequency that is proportional to the risk exposure of the system with
CEK-09.1 procedure sono auditate almeno una volta [anno intemamente e una
event? volta Fanno da un Ente di certificazione accreditato. audic oceurring preferably continuously but at east annually and afcer any.
Encryption and Key Management
CEK09  security event(). o
2 = udic
oGSy SR p e E e Yes CSP-owned  Sono definite una politica e una procedura per limplementazione dei Nessuna
|CEI09:2) | oreiecably continuoust it a et sy controll crittografici  delle credenziall di accesso, | processi e le
Sl i ’ ’ procedure sono auditate almeno una volta anno intemamente ¢ una
volta Fanno da un Ente di certificazione accreditato.
Are Keys generated using ind pred and approved Yes CsPowned Lo uilizzate econ Nessuna Generate Cryptographic keys using industry accepted eryptographic
CEK-10.1  libraries that specify algorithm strength and random number generator specifications? frerie standard di mercato. CEK-10  libraries specifying the algorithm strength and the random number generator Key Generation
used.
Are private keys provisioned for a unique purpose managed, and is cryptography Yes CSP-owned Lo chiavi private, generate per usi specifici, ad es. per la riconsegna  Nessuna Manage cryptographic secret and private keys that are provisioned
) de dati al clients, utlizzate sono generate Secondo criterl € con . . . Cryptography, Encryption &
SECILUgc S librerie standard di mercato, Le informazioni vengono mantenute CEKI1 - for a unique purpose. Key Purpose P :g ; . nenp
searete. ey Management
Are cryptographic keys rotated based on a cryptoperiod calculated while considering Yes CsPowned Lo utizzate econ Nessuna Rotate cryptographic keys in accordance with the calculated erypoperiod,
N libere standard di mercato. | periodi i utlizzo sono determinat in . | . .
CEK-12.1  information disclosure risks and legal and regulatory requirements’ omcione o lor i, CEK-12 which includes provisions for considering the risk of information disclosure Key Rotation
and legal and regulatory requirements
A0 ErEER E DA s DD G Yes CsPowned Lo uiizzate econ Nessuna Define, implement and evaluate processes, procedures and technical
cryptoperiod (when a key is compromised, or an entity s no longer part of the e T " meastrres to revoke and remove cryptographic keys prior to the end of s established
CEK-13.1  organization) per defined, implemented, and evaluated processes, procedures, and CEK-13 cryptoperiod, when a key is compromised, or an entity is no longer part of the Key Revocation
technical measures to include legal and regulatory requirement provisions? organization, which include provisions for legal and regulatory requirements.
Are processes, procedures and technical measures to destroy unneeded keys Yes CsPouned Lo o e son n con Nessuna Define, implement and evaluate processes, procedures and technical
brerie standard di mercato. | periodi di utiizzo sono determinatiin
defined, implemented and evaluated to address key destruction outside secure environments, Ranzione 26 lor Lzz5, Non son uflzznt M propvicter o ot meastires to destroy keys stored outside a secure environment and revoke keys
CEK-14.1  revocation of keys stored in hardware security modules (HSMs), and include applicable diretto controlo del reparto sistemisico. CEK-14  stored in Hardware Security Modules (HSMs) when they are no longer needed, which Key Destruction
legal and regulatory requirement provisions? include provisions for legal and regulatory requirements.
Are processes, procedures, and technical measures to create keys in a pre-activated Yes CSP-owned Le utilizzate econ Nessuna Define, implement and evaluate processes, procedures and technical
s,y @ (i, when they have been generated but not authorized for use) being defined, e T " Cei.ts  measures to create keys in a pre-accivated state when they have been generaced Ko Activati
15, i g ey Activation
implemented, and evaluated to include legal and regulatory requirement provisions! but not authorized for use, which include provisions for legal and regulatory
requiremens.
Are processes, procedures, and technical measures to monitor, review and approve Yes CSP-owned Le utilizzate econ Nessuna Define, implement and evaluate processes, procedures and technical
libere standard di mercato. | periodi i utlizzo sono determinat in .
Core e tranitions (e from any state toffrom suspension) being defned,implemented, Piilvberinisyie Cek.1g  measures to monitor, review and approve key transicons from any sate toffrom Koy Suspension
“! and evaluated to include legal and regulatory requirement provisions? suspension, which include provisions for legal and regulatory requirements.
Are processes, procedures, and technical measures to deactivate keys (at the Yes CSP-owned Le u":'zllale e econ Nessuna Define, implement and evaluate processes, procedures and technical
N . mercato. | periodi di in
Cexzy e of her expiration dat) being defined, implemented, and evauated to include B e T e ety measures to deactivace keys at the time of ther expiration date, which include Key Deaceivaton
Tegal and regulatory requirement provisions? provisions for legal and regulatory requirements
Are processes, procedures, and technical measures to manage archived keys. Yes CSP-owned Le utilizzate econ Nessuna Define, implement and evaluate processes, procedures and technical
in 2 secure repository (requiring least privilege access) being defined, implemented, Horerie standard di mercato. | eriod! d utltzzo sono determinallin meastrres to manage archived keys in a secure repository requiring least privilege
CEK-18.1 pository (requiring leest privilegt . - imp g funzione del lor utizzo. Le chiavi sono protette dallaccesso. CEK-18 9 4 Pository requiring least priviieg Key Archival
and evaluated to include logal and regulatory requirement provisions? access, which include provisions for legal and regulatory requirements.
Are processes, procedures, and technical measures to encrypt information in Yes CSP-owned  Sono definite una politca e una procedura per limplementazione dei Nessuna Define, implement and evaluate processes, procedures and technical
y . controll crittografici  delle credenziall di accesso, | processi e le
specific scenarios (eg. only in controlled circumstances and thereafcer only T e T meastrres to use compromised keys to encrypt information only in controlled circumstance,
CEK-19.1  for data decryption and never for encryption) being defined, implemented, and Volta Fanno da un Ente di certiicazione accreditato. CEK-19 and thereafter exclusively for decryping data and never for encrypting data, Key Compromise
evaluated to include legal and regulatory requirement provisions? which include provisions for legal and regulatory requirements.
Ara processes, procedires, and tochnical measires to assess operational cantinuity Yes CSP-owned  Sono definite una politica e una procedura per limplementazione dei  Nessuna Define, implement and evaluate processes, protedures and tochnical
risks (versus the risk of losing control of keying material and exposing protected control ceitiografit @ dele credenzia di accaseo, | procees! meastires to assess the risk to operational continuity versus the risk of the
re sono fvalutate almeno una volta Fanno in funzione
CEK-20.1  daca) being defined, implemented, and evaluated to include legal and regulatory dellanalisi e rischi, CEK-20  keying material and the information it protects being exposed if contro of Key Recovery
requirement provisions? the keying maerial s lost, which include provisions for legal and regulatory
requiremens.
Are key management system processes, procedures, and technical measures being Yes CSP-owned  Sono definite una politca e una procedura per limplementazione dei Nessuna Define, implement and evaluate processes, procedures and technical
defined, implemented, and evaluated to track and report all cryptographic materials controll citografic e delle credenzial dl accesso, I processi e o meastres in order for the key management system o track and report all cryptographic
CEK21.1 ST 2 P ryprograp! procedure sono fivalutate almeno una volta Ianno. CEK-21 y manag s P Yprograp Key Inventory Management

and status changes that include legal and regulatory requirements provisions?

materials and changes in status, which include provisions for legal and regulatory
requiremens
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CSP CAIQ| SSRM Control
Answer | Ownership

CSP Implementation Descripti CSC Responsibilities ccM

Question '
(Optional/Recommended)

CCM Control Spe: CCM Control Title CCM Domain Title

(Optional/Recommended) | Control ID.

Are policies and procedures for the secure disposal of equipment used outside. Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei Nessuna Establish, document, spprove, communicate, apply, evaluate and maintain
Desior,y e eraanizaon's premises esablihed, documented, pproved, communicated, enforced, dispositi dsmessi. | processi e o procedure sono fvalutate aimeno policies and procedures for the secure disposal of equipment used outside the
! and maintained? organization's premises. If the equipment is not physically destroyed a data
destruction procedure that renders recovery of information impossible must be
e e e p— Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei Nessuna applied. Review and update the policies and procedures at least annually. Off-Sice Equipment Disposal Policy.
DCS-01.2  information impossible f equipment is not physically destroyed? izposinv dimsesiSono defifs,unh prassi pey| A budous dolio pesol and Procedures
E P equip physically destroyed? informazioni contenute nel dispositv. | processi e le procedure sono
rivalutate almeno una volta fanno.
Are policies and procedures for the secure disposal of equipment used outside Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei Nessuna
DCS-01.3  the organizaton's premises reviewed and updated at least annually? dispositv dismessi, Sono definite una prassi per a distruzione delle.
informazioni contenute nel dispositv. | processi e le procedure sono
rivalutate almeno una volta fanno.
A poiices and procadures for the Felocation o Sansier of Fardware) scfoware) Yes CSPowned  Sono defiite una politca e una procedura pera gestione dei Nessuna Establih, document, spprove, communicate, apply, evaluate and maintain
Des.oz O da/formaton t an offce or akernatefocaton establshed, documented, Al e el S AT BT policies and procedures for the relocation or transfer of hardware, software,
" approved, communicated, implemented, enforced, maintained? or daafinformation to an offste or alternate location. The relocation or transfer
request requires the written or cryptographically verifiable authorization.
Does a relocation or transfer request require writen or cryptographically Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei Nessuna Review and update the policies and procedures at least annually.
DCS02.2  verifable authorization? dispositivi dismessi, L'autorizzazione ' concessa formalmente dai DCs-02 Off-Site Transfer Authorization
- responsabill di senvizio. | process ¢ le procedure sono rvaluate Policy and Procedures
almeno una volta 'anno.
A poiices and procadures for the Felocation o Sansier of Fardware) scfoware) Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei Nessuna
dispositivi dismessi, L'autorizzazione e' concessa formalmente dai
Des.ozy O da/formaton t an offce or aternate focaton reviewed and updted at e Ay AL LS
least annually? almeno una volta anno.
Are policies and procedures for maintaining a safe and secure working environment Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei luoghi - Nessuna Esablih, document, spprove, communicate, apply, evaluate and maintain
in ol n
Desioay (" ofices rooms, and facles) esablshed, documented, pproved, communicaced, ditavoro i modo sicuro. I processi e e procedure sono ivlutate policies and procedures for maintaining a safe and secure working environment
" enforced, and maintained? in offices, rooms, and facilties. Review and update the policies and procedures
Secure Area Policy and
DCS03  acleast annually. Proced
rocedures
e ey — Yes GCSPowned  Sono definite na politca e una procedura per la gestione dei luoghi  Nessuna
dilavoro in modo sicuro. | processi e le procedure sono rvalutate
r )
DCS03.2  (eg. offices, rooms) reviewed and updated ac least annually? S e o
Are policies and procedures for the secure transportation of physical media Yes CSP-owned  Sono definite una politica e una procedura per lo scambio di Alcune prassi sono condivise con gli Establih, document, spprove, communicate, appl, evaluate and maintain
informazioni tramite supporti isic con e terze parti. | processi ele  stakeholder estori.
s r i ined? ici r re i
DCS04.1  established, documented, approved, communicated, enforced, evaluated, and maintained? procedure sono ialutate almend una vota Farm policies and procedures for the secure transportation of physical media, Review
DCs.oq 2 update the policies and procedures a¢least annualy. Secure Media Transportation
AT S D e R D G T B Yes GCSPowned  Sono defiite una politca e una procedura per o scambio di Nessuna Policy and Procedures
informazion tramite suppori fisici con e terze parti. | processi e le.
reviewed 2
DCSLIg e adtrdda s procedure sono fvalutate almeno una volta fanno.
Is the classification and documentation of physical and logical assets based Yes CSP-owned  Sono definite una politica e una procedura per lo scambio di Nessuna Classfy and document the physical and logical assets (e applications)
on the organizational business risk? informazioni ramite supporti isici con e terze par Le prasst based on the organizational business risk.
DCS-05.1 & operative sono rivalutate in base ai cambiamenti dellanalisi dei DCs-05 rea Assets Classification
rischi. | processi @ e procedure sono rivalutate almeno una volta
Yanna
IRl Py Iogical asets et e e e e iegednd] Yes CSP-owned  E'utlizzato un sistema CMDB per a gestione del catalogo degli  Nessuna Caralogue and track all relevant physical and logical assets located
asset fisici @ logici e e loro relazion. Lo prassi operative sono
i ] DCs06 i i Assets Cataloguing and Trackin
DCS-06.1  tracked within a secured system’ T e e e acall of the CSP's sices within a secured system. ts Cataloguing e
5010 rivlutati almeno una volta Fann
Are physical security perimeters implemented to safeguard personnel, data, Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei luoghi - Nessuna Implement physical security perimeters to safeguard personnel, data,
DCS-07.1  and information systems? dilavoro in modo sicuro. | processi e le procedure sono rvalutate and information systems. Establish physical security perimeters between the
. ystems! almeno una volta Fanno. Y P i
ocsor d the data storage and pr " Controlied Access P Datacenter Security
ontrolled Access Points
R phy sl security periaetors evablhed Betwean 2dministative and Busness Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei luoghi - Nessuna areas.
ey S o ey L—————, dilavoro in modo sicuro. | luoghi sono identificati e segregatiin
- 3 age. and p J ! funzione del loro scopo. | processi e le procedure sono rvalutate
almeno una volta 'anno.
s equipment identifcation used as a method for connection authentication! Yes CSP-owned  E' ullizato un sistema CMDB per a gestione del catalogo degli  Nessuna Use equipment identification s a method for connection authentication.
s fic g e o s, singo assetsano entfst
pes.oal univocamente. La loro identificazione &' utizzata per stabilire DCs08 Equipment Idencifcation
© prassi Telute i
base ai tanalisi del rischi. | processi
almano una volta 'anno.
Are solely authorized personnel able to access secure areas, with allingress Yes Cham b b o e oo i) (i Allow only authorized personnel access to secure areas, with all
and egress areas restricted, documented, and monitored by physical access control dilavoro In modo siouro, | luoghl sono identficati ¢ segrega ingress and egress points restricted, documented, and monicored by physical
DCs-09.1 & g 2 s e P o B T o T H e P T e ress p - - Y phys
mechanisms? ccedere alle aree identificate. | processi ¢ e procedure sono access control mechanisms. Retain access control records on a periodic basis
rivalutate almeno una volta (anno. 2s deemed appropriate by the organization.
ppropriate by the org
Are access control records retained periodically, as deemed appropriate by Yes CP-owned  Sono defid una polia s ura procedur pr i gestione dsi ogh Nessun Des09 Secure Area Authorization
e organiestion? dilav0ro in modo sicuro. | luoghi sono identiicall e segre
DCs-09.2 & funzione del loro scopo. Solo le persone autorizzate wssono
- accedere alle aree identificate. Gl accessi sono registral e  og di
accesso mantenuti per un tempo definito. | process e procedure
Sona ivalutate almeno una volta Fanno
T o T S AL o G s s Yes CSP-owned  Sono definite una politica e una procedura per la gestione dei luoghi - Nessuna Implement, maintain, and aperate datacenter survellance systems
o levoro i o skur,uoghi sono et ¢ seregat in
atallingress and egress points implemented, maintined, and operated? at the external perimeter and at all the ingress and egress points to detect
e gress p P P funzione del loro scopo. Solo le persone autorizzate possor DCS-10 P ' egress p Surveilance System
et e e IO e e unauthorized inress and egress attempts.
monitoratl. | processi e le procedure sono ivalutate almeno una volta
Fanno,
Are datacenter personnel trained to respond to unauthorized access or egress Yes GsP-owned - Sono defe na polfica o una procedura per  gestone de luoghi Nessura Train datacenter personnel to respond to unauthorized ingress or
i oo oo s, Wog ono et  segr Jo——
DeS-11.1 P funzione del loro scopo. Solo le persone autorizzate [T P Unautharized Access Response
- atcadere all res denicate Ls porsone ohe han aceesso ai Training
locali atacentar sono ormale @ compsteni La fomazione ¢
walutata almeno 1 volta Fanno
TR processes) procedures, andsechmical mressures defed) Implemented and] Yes CSPowned  Sono defnie una palica & uni procedura perla gesione degl Nessuna Define, implement and evaluate processes, protedures and tochnical
p . impianti a supporto in modo sicuro.Gl impianti sono protatti da ogni p N .
evaluated to ensure risk-based protection of power and telecommunication cables e e meastires that ensure a risk-based protection of power and telecommunication
DCS-12.1  from interception, interference, or damage threats at all faciities, offces, sl impiant porlaconfrasons o a manunzono  rocessio o DCS-12 cables from a threat of interception, interference or damage at all faci Cabling Security
e procedure sono fvalutate ameno una volta Fany offices and rooms.
Are dara center environmental control systems designed to monicor, maintain, Yes CSP-owned  Sono definite una poliica e una procedura perla gestione della  Nessuna Implement and maintain data center environmental control systems
and test that on-site temperature and humidiy conditions fall within accepted slourezza del datacenter. | parameri fisiol del datacenter sono that monitor, maintain and test for continual effectiveness the temperature
P o P! monitorati. E' implementato un sistema di allarme per segnalare il DCs-13 . a Environmental Systems
industry standards effectively implemented and maintained? mancato rispetto delle soglie prestabillte. | process ¢ le procedure and humidity conditions within accepted industry standards
S0n0 rivalutate almeno una volta anno.
Avre utility services secured, monitored, maintained, and tested at planned Yes CSP-owned Sono definite una politica e una procedura per la gestione della Nessuna Secure, monitor, maintain, and test utilities services for continual
! N sicurezza del datacenter. | parametr isici del datacenter sono.
intervals for continual effectiveness? e ] o effectiveness at planned intervals.
e monitorati. E' implementato un sistema di allarme per segnalare i bes-14 Secure Utltes

mancato rispetto delle soglie prestabilite. Gii impianti di controllo.
sono verificati almeno na volta Ianno o secondo le prescrizioni del
orodutiore.
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CSP CAIQ|SSRM Control CSP Implementation Descripti CSC Responsibilities

Question '
Answer (Optional/Recommended) (Optional/Recommended)

CCM Control Spe: i CCM Control Title CCM Domain Title

DSP-0I1

DSP-01.2

DSP-02.1

DSP-03.1

DSP-04.1

DSP-05.1

DSP-05.2

DSP-06.1

DSP-06.2

DSP-07.1

DSP-08.1

DSP-08.2

DSP-09.1

DSP-10.1

DSP-11.1

DSP-12.1

DSP-13.1

DSP-15.1

DSP-16.1

DSP-17.1

Is business-critcal equipment segregated from locations subject to a high
probability of environmental risk events?

Are policies and procedures established, documented, approved, communicated,
enforced, evaluated, and maintained for the classification, protection, and handiing
of data throughout is lfecycle according to all applicable laws and regulations,
standards, and risk level?

Are data security and privacy policies and procedures reviewed and updated
ac least annualy?

Are industry-accepted methods applied for secure data disposal from storage
media so information is not recoverable by any forensic means?

Is 2 data inventory created and maintained for sensitive and personal information
(ac a minimum)?

s daa classified according o type and sensitivicy levels?

Is data flow documentation created to identify what data is processed and
where it is stored and transmitted?

Is data flow documentation reviewed at defined incervals, at least annually,
and after any change?

s the ownership and stewardship of all relevant personal and sensitive data
documented?

s data ownership and stewardship documentation reviewed at least annually?

Are systems, products, and business practices based on security principles
by design and per industry best practices!

Are systems, products, and business practices based on privacy principles
by design and according to industry best practices?

Are systems' privacy settings configured by default and according to all applicable
laws and regulations?

s a data protection impact assessment (DPIA) conducted when processing personal
data and evaluating the origin, nature, particulariy, and severity of risks according
0 any applicable laws, regulations and industry best practices?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to ensure any transfer of personal or sensitive data i protected from
unauthorized access and only processed within scope (as permitced by respective
laws and regulations)?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to enable data subjects to request access to, modify, or delete personal
data (per applicable laws and regulations)?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to ensure personal data is processed (per applicable laws and regulations
and for the purposes declared to the data subject)?

Are processes, procedures, and technical measures defined, implemented, and
evaluated for the transfer and sub-processing of personal data within the service
supply chain (according to any applicable laws and regulations)?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to disclose details to the data owner of any personal or sensitive data

access by sub-processors before processing initiation?

Is authorization from data owners obtined, and the associated risk managed,

before replicating or using production data in non-production environments?

Do data retention, archiving, and deletion practices follow business requirements,
applicable laws, and regulations!

Are processes, procedures, and technical measures defined and implemented
o protect sensitive data throughout is lfecycle?

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

Sono definite una politica e una procedura per la gestione della Nessuna
sicurezza del datacenter. l datacenter e' segregato e protetio da

impatti dowuti a eventi ambientali. E' implementato un sistema di

allarme per segnalare eventualiincidenti. Gl impianti di controll

sono verificatialmeno una volta Ianno o secondo le prescrizioni del

oroduttore.

Sono implementate procedure per la protezione e la gestione dei  Nessuna.
dati. L'analisi dei rischi considera gli aspetti derivati da un loro uso

non appropriato, Le valutazioni sul rischio tengono conto delle reali

esigenze di business dei client. | processi e le procedure sono.
fivalutate almeno una volta I'anno.

Sono implementate procedure per la protezione e la gestione dei  Nessuna.
dati. L'analisi dei rischi considera gli aspetti derivati da un loro uso

non appropriato. Le valutazioni sul rischio tengono conto delle reali

esigenze di business dei clienti. | processi e le procedure sono.

fivalutate almena ina volta anno.

‘Sono definite una politica e una procedura per la gestione dei Nessuna
dispositivi e dei dati dismessi, | processi e le procedure sono.

rivalutate almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione € la Nessuna
dlassificazione dei dat, in particolare per | dati sensibil (ad es. Dati
nal), | processi e le procedure sono rivalutate almeno una volta

Fanno,

‘Sono definite una politica e una procedura per la gestione & la Nessuna

classificazione dei dat, in particolare per | dati sensibil (ad es. Dati

personali), | processi & le procedure sono rivalutate almeno una volta

F'anno.

Sono definite una politica e una procedura per la gestione e la Nessuna
ati, in particolare per (ad es. Dati

personali), | processi e e procedure sono rivalutate almeno una volta

Fanne

Sono definite una politica e una procedura per la gestione e la Nessuna
ati, in particolare per (ad es. Dati

personali), | processi e le procedure sono rivalutate almeno una volta

Fanno.

Sono definite una politica  una procedura per la gestione e la Autorizzazione del titolare al
ati in particolare per (ad es. Dati  trattamento

i, | dati sono classificatiin base alla loro appartenenza o
Geotons. | procees e pocedure sono ruaiate amans una vata

Fanno.

Sono definite una politica e una procedura per la gestione e la Autorizzazione del titolare al
ati, in particolare per (ad es. Dati  trattamento

personali), | dati sono classificati in base alla loro appartenenza

gestione. | processi e le procedure sono fivalutate almeno una volta
Fanno.
Sono definite una politica e una procedura per la progettazione e la  Nessuna
gestione delle attiita' sulla base di principi di sicurezza, utlizzando
o prassi i lermento aggomae. | rocesi o pocedure sano
fivalutate almeno una volta r'an
Sono definite una politica e una Wucedura EOEE0n R
gestione delle attita' sulla base di principi di sicurezza,
Saricalers por | dat personal wizoanda lo prase a rimerto
‘aggiomate. | processi e e procedure sono rivalutate almeno una
wolta Fanno.
Sono definite una politica e una procedura per la progettazione e la  Nessuna
gestione dei sistemi sulla base di principi di sicurezza, in particolare
per dat personal, il zzandol prass  fermerto sggiote |
processi e le procedure sono fivalutate almeno una volta I'ant
Sono definite una politica e una procedura per la Wugsl\azlnns ela Nessuna
gestione dei sistemi sulla base di principi di sicurezza, in particolare
per i dati personali, utilizzando le prassi di riferimento aggiomate. E'
definito un processo di DPIA, che rispetta i requisiti aggiomati. |
processi e le procedure sono fivalutate almeno una volta Ianno.
Sono definite una politica e una procedura per la progettazione e la  Nessuna
gestione dei sistemi sulla base di principi di sicurezza, in pariicolare
per i dati personali e sensibili, utiizzando le prassi di riferimento
‘aggiomate. L'accesso ai dati personali e sensibill ' protetto ed e'
‘concesso sulla base del principio need to know. il processi e le
procedure sono rivalutate almeno una volta 'anno.

‘Sono definite una politica e una procedura per la gestione dei dati  Nessuna
personali @ sensibil, utilizzando le prassi di riferimento aggiomate.

Laccesso ai datl personall e sensibili ¢ protetto ed e’ concesso sulla

base del principio need to know. | processi e le procedure sono

rivalutate almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione dei dati  Nessuna
personali e sensibil, utiizzando le prassi di riferimento aggiomate.

L'accesso ai daf personali e sensibill €' gesiito secondo misure

tecniche stabilite ed implementate, ed &' concesso sulla base del

principio need to know. | processi  le procedure sono fivalutate

Sono definite una politica e una procedura per la gestione dei dati  Nessuna

personaii e sensibi, ulizzando Ie prassi dirferimento aggiomate

e o e ity
base del

principio need to know. | processi e & Pt e

almana 1na volta Fanna.

Sono definite una politica e una procedura per la gestione dei dati  Nessuna

personali e sensibil, utiizzando le prassi di riferimento aggiomate.

L'accesso ai dati personali e sensibili ¢ gestito secondo misure

tecniche stabilite ed implementate, ed &' concesso sulla base del

principio need to know. | processi  le procedure sono fivalutate

almeno una volta I'anno.

Sono definite una politica e una procedura per la gestione dei dati  Nessuna

personali & sensibll, utiizzando le prassi di riferimento aggiomate.

Laccesso ai dati personali e sensibili ' autorizzato dal titlare dei

dati. I ischi sono gestit e rivisti periodicamente. | processi e le

procedura sono rivalutate almeno una volta anno.

Sono definite una politica e una procedura per la gestione dei dati  Nessuna

personali & sensibll, utiizzando le prassi di fiferimento aggiomate.

Laccesso ai dati personali e sensibili ' gestito secondo misure

tecniche stabilite ed implementate, ed &' conforme ai requisiti

legislativ. | processi e le procedure sono fivalutate almeno una volta

Panno,

‘Sono definite una politica e una procedura per a ges(mne Sl R

personali e sensibil, utiizzando le prassi di riferimento a

e i wer e ahatTE e e pm(ezmne

secondo misure tecniche stabilite ed implementate, ed e’ conforme

ai requisilt legislativi sul ciclo di vita del dati rattati. | processi  le

brocedura sono rivalutate almeno una volta 'anno.

DCs-15

DsP-01

DsP-02

DsP-03

DsP-04

DsP-05

DsP-06

DsP-07

DsP-08

DsP-09

DsP-10

DsP-11

DsP-12

DsP-13

DsP-14

DsP-15

DsP-16

DsP-17

Keep business-critical equipment away from locations subject to high
probability for environmental sk events.

Establish, document, approve, communicate, apply. evaluate and maintain

policies and procedures for the classification, protection and handiing of data
throughout ts Iifecycle, and according to all applicable laws and regulations,
standards, and risk level. Review and update the policies and procedures at
least annually

Apply industry accepted methods for the secure disposal of data from
storage media such that data is not recoverable by any forensic means.

Create and maintain a data inventory, at least for any sensitive
data and personal data.

Classify data according to its type and sensicivity level

Create data flow documentation co identify what data is processed,
stored or transmitted where. Review data flow documentation at defined intervals,
at least annually, and after any change.

Document ownership and stewardship of all relevant documented personal
and sensitive data. Perform review at least annually.

Develop systems, products, and business practices based upon a principle
of security by design and industry best practices

Develop systems, products, and business practices based upon a principle
of privacy by design and industry best practices. Ensure that systems' privacy
settings are configured by default, according to all applicable laws and regulations.

Conduct a Data Protection Impact Assessment (DPIA) to evaluate the

origin, nature, particularity and severity of the risks upon the processing

of personal data, according o any applicable laws, regulations and industry.
best practices.

Define, implement and evaluate processes, procedures and technical

measures that ensure any transfer of personal or sensitive data is protected
from unauthorized access and only processed within scope as permitced by the
respective laws and regulations.

Define and implement, processes, procedures and technical measures
o enable data subjects to request access to, modification, or deletion of their
personal data, according to any applicable laws and regulations

Define, implement and evaluate processes, procedures and technical
meastires to ensure that personal data is processed according to any applicable
laws and regulations and for the purposes declared to the data subject.

Define, implement and evaluate processes, procedures and technical
measures for the transfer and sub-processing of personal data within the service
supply chain, according to any applicable laws and regulations.

Define, implement and evaluate processes, procedures and technical
measres to disclose the detals of any personal or sensitive data access by
sub-processors to the data owner prior to initiation of that processing.

Obtain authorization from data owners, and manage associated risk
before replicating or using production data in non-production environmens.

Da retention, archiving and deletion is managed in accordance with
business requirements, applicable laws and regulations.

Define and implement, processes, procedures and technical measures
o protect sensitive data throughout s lifecycle.

Equipment Location

Security and Privacy Policy and
Procedures

Secure Disposal

Data Inventory

Daa Chassification

Data Flow Documentation

Data Ownership and Stewardship

Dat Protection by Design and
Defauie

Data Privacy by Design and
Defaule

Data Protection Impact
Assessment

Data Security and Privacy

Lifecycle Managemen
Sensitive Data Transfer 4 *

Personal Data Access, Reversal,

Rectification and Deletion

Limitation of Purpose in Personal

Data Processing

Personal Data Sub-processing

Disclosure of Data Sub-processors

Limitation of Production Data Use

Daa Retention and Deletion

Sensitive Data Protection
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DSP-18.1

DSP-18.2

DSP-19.1

GRC-01.1

GRC-01.2

GRC-02.1

GRC-03.1

GRC-04.1

GRC-05.1

GRC-06.1

GRC-07.1

GRC-08.1

HRS-01.1

HRS-01.2

HRS-01.3

HRS-02.1

HRS-02.2

HRS-03.1

HRS-03.2

HRS-04.1

HRS-04.2

HRS-05.1

HRS-06.1

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

Question

Does the CSP have in place, and describe to CSCs, the procedure to manage
and respond to requests for disclosure of Personal Data by Law Enforcement Authorities

according to applicable laws and regulations?

Does the CSP give special aention to the notification procedure to interested
CSCs, unless otherwise prohibited, such as a prohibition under criminal law to
preserve confidentiality of a law enforcement investigation?

Are processes, procedures, and technical measures defined and implemented
to specify and document physical data locations, including locales where data
is processed or backed up?

Are information governance program policies and procedures sponsored by organizational
leadership established, documented, approved, communicated, applied, evaluated,

and maintained?

Are the policies and procedures reviewed and updated at least annually?

Is there an . documented, and i enterprise.
risk management (ERM) program that includes policies and procedures for identification,
evaluation, ownership, treatment, and acceptance of cloud security and privacy

risks?

Areall relevant organizational policies and associated procedures reviewed

at least annually, or when a substantial organizational change occurs?

Is an approved exception process mandated by the governance program established
and followed whenever a deviation from an established policy occurs?

Has an information security program (including programs of al relevant CCM
domains) been developed and implemented?

Are roles and responsibilities for planning, implementing, operating, assessing,
and improving governance programs defined and documented?

Are all relevant standards, regulations, legalicontractual, and statutory
requirements applicable to your organization identified and documented?

s contact established and maintained with cloud-related special incerest.

groups and other relevant entities!

Are background verification policies and procedures of all new employees (including
but not limited to remote employees, contractors, and third parties) established,
documented, approved, communicated, applied, evaluated, and maintained?

Are background verification policies and procedures designed according to
local laws, regulations, ethics, and contractual constraints and proportional

o the data classification to be accessed, business requirements, and acceptable
risk?

Are background verification policies and procedures reviewed and updated at
least annually?

Are policies and procedures for defining allowances and conditions for the
acceptable use of organizationally-owned or managed assets established, documented,
approved, communicated, applied, evaluated, and maintained?

Are the policies and procedures for defining allowances and conditions for
the acceptable use of organizationally-owned or managed assets reviewed and updated
ac least annually?

Are policies and procedures requiring unattended workspaces to conceal confidential
data established, documented, approved, communicated, applied, evaluated, and
maintained?

Are policies and procedures requiring unattended workspaces to conceal confidential
data reviewed and updated at least annually?

Are policies and procedures to protect information accessed, processed, or
stored at remote sites and locations established, documented, approved, communicated,
applied, evaluated, and maintained?

Are policies and procedures to protect information accessed, processed, or
stored at remote sites and locations reviewed and updated at least annually?

Are return procedures of organizationally-owned assets by terminated employees
established and documented?

Are procedures outlining the roles and responsibiliies concerning changes
in employment established, documented, and communicated to all personnel?

CSP CAIQ|SSRM Control
Answer

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

Sono definite una politica e una procedura per la gestione dei dali
personali e sensibil, utiizzando le prassi di riferimento aggiomate.
L'accesso ai dati personali e sensibili ' gestito e desciitio ai clienti
in modo conforme ai requisiti legislativ sulla possibilta' di concedere
Iaccesso alle Autorita" giudiziarie. | processi e le procedure sono.
fivalutate almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione dei dati
personali & sensiblli, utiizzando le prassi di riferimento aggiomate.
Laccesso ai dati personali @ sensibili ' gestito e desciitto ai clienti
in modo conforme ai requisiti legislativi sulla possibilta’ di concedere
'accesso alle Autorita’ giudiziarie. | processi e le procedure sono.
fivalitate almer ita Panno.

Sono definiti documenti che indicano la posizione dei datacenter che.
ospitano le macchine. | documenti sono modificati in caso di

cambiament

‘Sono definite una politica e una procedura per la gestione delle.
informazioni. Le politiche e le procedure sono rivalutate aimeno una
volta Fanno.

Sono definite una politica e una procedura per la gestione delle
informazioni. Le politiche e le procedure sono rivalutate almeno una
wolta Fanno.

Sono implementate procedure per analisi e la mitigazione dei rischi.
Le procedure sono rivalutate almeno una volta fanno.

Sono implementate procedure per analisi ¢ la mitigazione dei fischi.
Le volta I

N
di cambiamenti significativ.

Sono possibili eccezioni alle procedure durante situazioni non
previste autorizzate dalla Direzione.

Sono definite una politica e una procedura per la gestione della
sicurezza delle informazioni. Le politiche e le procedure sono.
fivalutate almeno una volta I'anno.

Tutti | uoli concement i governo dellazienda sono definiti

£ definito un elenco delle legg  delle norme applicabili. Questi
document sono disponibili allintemo dellazienda.

Sono definit contatti con gruppi di interesse sui senvizi cloud e nello
specifico sulle tipologie di servizi erogai,

Sono definite una politica e una procedura per la gestione della
nuovi impiegati
procedure sono rivalutate almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione della
valutazione e dell'assunzione di nuovi impiegati sulla base dele leqai
 delle normative applicabil. L'analisi dei rischi considera gl aspetti
relativi alla verifica dei collaboratori @ gli impatt derivanti da queste
azioni. Le politiche e le procedure sono fivalutate almeno una volta
anno.

Sono definite una politica e una procedura per la gestione della
valutazione e dell'assunzione di nuovi impiegati sulla base dele leggi
& delle normative applicabill. L'analisi dei rischi considera gl aspetti
relativi alla verifica dei collaboratori @ gli impat derivanti da queste
azioni. Le politiche e le procedure sono fivalutate almeno una volta
I'anno.

Sono definite una politica e una procedura per la gestione dei
dispositiv datl in uso al personale. L'analisi dei rischi considera gli
aspeti relativi alluso di questi dispositii. Le politiche e le procedure
sono rivalutate almeno una volta anno.

Sono definite una politica © una procedura per la gestione dei
dispositivi dati in uso al personale. L'analisi dei rischi considera gli
aspeti relativi alluso di questi dispositii. Le politiche e le procedure
sono rivalutate almeno una volta anno.

Sono definite una politica e una procedura per la gestione del posto
dilavoro. L'analisi dei rischi considera gli aspett relatvi alla corretta
utlizzazione. Le politiche e le procedure sono rivalutate almeno una
volta Fanno.

Sono definite una politica e una procedura per la gestione del posto
dilavoro. L'analisi dei rischi considera gli aspett relativi alla corretta
utlizzazione. Le politiche e le procedure sono rivalutate almeno una
volta Fanno.

Sono definite una politica e una procedura per la gestione delle
informazioni da remoto. L'analisi dei rischi considera gl aspetti
relativi al corretto accesso. Le politiche e procedure sono rivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione delle
informazioni da remoto. L'analisi dei rischi considera gl aspetti
relativi al corretto accesso. Le politiche e e procedure sono rivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione dei
dispositiv datl in uso al personale. L'analisi dei rischi considera gli
aspeti relativi alluso di questi dispositii. Le politiche e le procedure
sono rivalutate almeno una volta anno.

Sono definite una politica e una procedura per la gestione del
‘cambio mansione. L'analisi de rischi considera gli aspett relativi al
‘cambio mansione. Le politiche e le procedure sono rivalutate almeno
una volla Fanno.

CSC Responsibi

s

(Optional/Recommended)

Nessuna

Sottocrizione delle clausole.

contrattuali

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

DsP-18

DsP-19

GRC01

GRC-02

GRC-03

GRC-04

GRC-05

GRC-06

GRC-07

GRC-08

HRS-01

HRS-02

HRS-03

HRS-04

HRS-05

HRS-06

CCM Control Spe

‘The CSP must have in place, and describe to CSCs the procedure to
manage and respond to requests for disclosure of Personal Data by Law Enforcement
Authorities according to applicable laws and regulations. The CSP must give:

special attention to the notification procedure to interested CSCs, unless otherwise
prohibited, such as a prohibition under criminal law to preserve confidentiality

of a law enforcement investigation.

Define and implement, processes, procedures and technical measures
<o specify and document the physical locations of data, including any locations
in which data is processed or backed up.

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for an information governance program, which is sponsored
by the leadership of the organization. Review and update the policies and procedures
at least annually.

Establish a formal, documented, and leadershif
Risk Management (ERM) program that includes policies and procedures for identification,
evaluation, ownership, treatment, and acceptance of cloud security and privacy

sponsored Enterprise

risks.

Review all relevant organizational policies and associated procedures.

at least annually or when a substantial change occurs within the organization.

Establish and follow an approved exception process as mandated by
the governance program whenever a deviation from an established policy occurs.

Develop and implement an Information Security Program, which includes
programs for all the relevant domains of the CCM,

Define and document roles and responsibiites for planning, implementing,
‘operating, assessing, and improving governance programs.

Identify and document al relevant standards, regulations, legallcontractual,
and statutory requirements, which are applicable to your organization.

Establish and maintain contact with cloud-related special interest

groups and other relevant encities in line with business context.

Establish, document, approve, communicate, apply, evaluate and maintain
pol
but not limited to remote employees, contractors, and third parties) according

o local laws, regulations, ethics, and contractual constraints and proportional

o the data classification to be accessed, the business requirements, and acceptable
risk. Review and update the policies and procedures at least annually.

fes and procedures for background verification of all new employees (including

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for defining allowances and conditions for the acceptable
use of organizationally-owned or managed assets. Review and update the policies
and procedures at least annually.

Establish, document, approve, communicate, apply, evaluate and maintain
pol
visible confidential data. Review and update the policies and procedures at
least annually.

fes and procedures that require unattended workspaces o not have openly

Establish, document, approve, communicate, apply. evaluate and maintain
policies and procedures to protect information accessed, processed or stored
at remote sites and locations. Review and update the policies and procedures
at least annualy

Establish and document procedures for the return of organization-owned

assets by terminated employees.

Establish, document, and communicate to all personnel the procedures
outlining the roles and responsbilities concerning changes in employment.

CCM Control Title CCM Domain Title

Disclosure Notfication

Daa Location

Governance Program Policy and
Procedures

Risk Management Program

Organizational Policy Reviews

Governance, Risk and

Compliance
Policy Exception Process

Information Security Program

Governance Responsibility Model

Information System Regulatory
Mapping

Special Interest Groups

Background Screening Policy and
Procedures

Acceptable Use of Technology
Policy and Procedures

Clean Desk Policy and Procedures

Remote and Home Working
Policy and Procedures

Human Resources

Asset retwrns

Employment Termination
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HRS-07.1

HRS-08.1

HRS-09.1

HRS-10.1

HRS-11.1

HRS-12.1

HRSs-122

HRS-13.1

1AM-01.1

1AM-01.2

1AM-02.1

1AM-02.2

1AM-03.1

1AM-04.1

1AM-05.1

1AM-06.1

1AM-07.1

1AM-08.1

1AM-09.1

1AM-10.1

1AM-10.2

1AM-11.1

1AM-12.1

1AM-12.2

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

Question

Are employees required to sign an employment agreement before g
0 organizational information systems, resources, and assets?

Are provisions and/or terms for adherence to established information governance
and security policies included within employment agreements?

Are employee roles and responsibilties relating to information assets and
security documented and communicated?

Are requirements for non-disclosure/confidentiality agreements reflecting
organizational data protection needs and operational decals identified, documented,
and reviewed at planned intervals?

s 2 security awareness t
established, documented, approved, communicated, applied, evaluated and maintained?

program for all employees of the organization

Are regular security awareness training updates provided!

Are all employees granted access to sensitive organizational and personal
data provided with appropriate security awareness training!

Are all employees granted access to sensitive organizational and personal
data provided with regular updates in procedures, processes, and policies relating
to their professional function?

Are employees notified of their roles and responsibiltes to maintain awareness
and compliance with established policies, procedures, and applicable legal, satutory,

or regulatory compliance obligations?

Are identity and access management policies and procedures established, documented,
approved, communicated, implemented, applied, evaluated, and mainined?

Are identity and access management poli
ac least annually?

les and procedures reviewed and updated

Are strong password policies and procedures established, documented, approved,

communicated, implemented, applied, evaluated, and maintained?

Are strong password policies and procedures reviewed and updated at least
annually?

I system identity information and levels of access managed, stored, and revi

Is the separation of duties principle employed when implementing information
system access?

s the least privilege principle employed when implementing information system

s 2 user access provisioning process defined and implemented which authorizes,
records, and communicates data and assefs access changes?

15 a process in place to de-provision or modiy the access, in a dmely manner,
of movers  leavers or system identiy changes, to efectively adopt and communicate
identity and access management policies?

Are reviews and revalidation of user access for least privilege and separation
of duties completed with a frequency commensurate with organizational risk tolerance?

Are processes, procedures, and technical measures for the segregation of privileged
access roles defined, implemented, and evaluated such that administrative data
access, encryption, key management capabilies, and logging capabiliies are

distinct and separate?

s an access process defined and implemented to ensure privileged access roles
and rights are granted for a limited period?

Are procedures implemented to prevent the culmination of segregated privileged
access?

Are processes and procedures for customers to participate, where applicable,
i granting access for agreed, high risk as (defined by the organizational risk
assessment) pri

leged access roles defined, implemented and evaluated?

Are processes, procedures, and technical measures to ensure the logging infrastructure
is "read-only” for all with write access (including privileged access roles) defined.

implemented, and evaluated?

Is the ability to disable the "read-only" configuration of logging infrastructure
controlled through a procedure that ensures the segregation of duties and break
glass procedures?

Answer

CSP CAIQ|SSRM Control

Ownership

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

“Tutti | collaboratori al momento dell'assunzione sottoscrivono un
‘accordo di risenvatezza e di accettazione delle poliiche aziendali

Tutti | collaboratori al momento dell'assunzione sottoscrivono un
‘accordo di risenvatezza e di accettazione delle poliiche aziendali

Iruoli & e responsabilita’ sono note e pubblicate.

“Tutti | collaboratori al momento delfassunzione sottoscrivono un
‘accordo di risenvatezza e di accettazione delle poliiche aziendali

Tutti | collaboratori ricevono una formazione specifica sugli aspetti
relatii alla sicurezza delle informazioni. Sono mant
registrazion dellesecuzione e dellefficacia della formazione.

Tutti | collaboratori seguono aggiomamenti specifici sugli aspetti
elatii alla sicurezza delle informazioni. Sono mantenu
recistrazioni dellesectizions & dellefficacia della formazione.
e T S L
relatii alla sicurezza delle informazioni. Sono mantenute
regisirarin! delfessczions @ delfecacia del e

“Tutti | collaboratori seguono aggiomamenti specifici sugli aspetti
elatii alla sicurezza delle informazioni. Sono mantenute
Tegisrarion dlfesecurions & delfofcacia dels formazione.

Iruoli & e responsabilita’ sono note e pubblicate.

Sono definite una politica e una procedura per la gestione degli

‘accessi ai sistemi. L'analisi de rischi considera gli aspeti relativi

all'accesso ai sistemi. Le politiche e le procedure sono fivalutate

almeno una volta Ianno,

‘Sono definite una politica e una procedura per a gestione degli

DI I i er g lneliTi
" i sistemi. Le

almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione degli

‘accessi ai sistemi. L'analisi dei rischi considera gli aspeti relativi

all'accesso ai sistemi. Le politiche e le procedure sono fivalutate

almeno una volta Ianno.

‘Sono definite una politica e una procedura per a gestione degli

D I i er g Il
" i sistemi. Le

almeno una volta Ianno.

Sono definite una pol una procedura per la gestione degli

‘accessi ai sistemi. L'analisi dei ischi considera gli aspeti relativi

all'accesso ai sistemi. Le politiche e le procedure sono fivalutate

almeno una volta I'anno.

L'accesso ai sistemi e permesso in funzione del ruolo assegnato.

Vige il principio del “need to know" per Iaccesso alle informazioni.

Sono definite una politica e una procedura per la gestione degli
‘accessi ai sistemi. L'analisi de ischi considera gli aspett relativ
all'accesso ai sistemi. Le politiche e le procedure sono fivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione degli
‘accessi ai sistemi. L'analisi de rischi considera gli aspett relativ
all'accesso ai sistemi. Le politiche  le procedure sono fivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione degli
‘accessi ai sistemi. L'analisi dei ischi considera gli aspett relativ
all'accesso ai sistemi. Le politiche e le procedure sono fivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione degli
‘accessi ai sistemi. L'analisi de rischi considera gli aspett relativ
all'accesso ai sistemi. Le politiche  le procedure sono fivalutate
almeno una volta Ianno.

‘Sono definite una politica e una procedura per a gestione degli

‘accessi ai sistem. L'accesso €' garantito per l solo tempo.

necessario. L'analisi del rischi considera gli aspettirelativi

alfaccsssoa sisem. Le poiich o s procadure sororvaltats
almena una volta F'ans

Sono definls una paiica ¢ ina pocedura per i gestione degl

‘accessi ai sistemi. L'analisi dei ischi considera gli aspeti relativi

all'accesso ai sistemi. Le politiche e le procedure sono fivalutate

almeno una volta Ianno,

‘Sono definite una politica e una procedura per a gestione degli

D I i er g Il
" i sistemi. Le

almeno una volta Ianno.

Sono define na polica @ naprocedura perla gestone el i

considera gli aspetti relativi alla conservazione dei log. Le politiche
Ie procedure sono rivalutate almeno una volta 'anno.

Sono definte una polltica e una procedura pera gestione dei log di

considera gli aspetti relativi alla conservazione dei log. Le politiche e
Ie procedure sono rivalutate almeno una volta I'anno.

CSC Responsibilities
(Optional/Recommended)

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

ccM
Control ID

HRS-07

HRS-08

HRS-09

HRS-10

HRS-11

HRS-12

HRS-13

1AM-01

1AM-02

1AM-03

1AM-04

1AM-05

1AM-06

1AM.07

1AM-08

1AM.09

1AM-10

IAM-11

1AM-12

CCM Control Spe

Employees sign the employee agreement prior to being granted access
€0 organizational information systems, resources and assets.

‘The organization includes within the employment agreements provisions
and/or terms for adherence to established information governance and security.
policies.

Do d communicate roles and of employees,

as they relace to information assets and security.

Identify, document, and review, at planned intervals, requirements
for agreements reflecting th
needs for the protection of data and operational details.

Establish, document, approve, commur
2 security awareness training program for all employees of the organization
and provide regular training updates.

te, apply, evaluate and maintain

Provide all employees with access to sensitive organizational and
personal data with appropriate security awareness training and regular updates
in organizational procedures, processes, and policies relating to their professional
function relative to the organization.

Make employees aware of their roles and responsibilities for maintaining
awareness and compliance with established policies and procedures and applicable
legal, statutory, or regulatory compliance obligaions.

Establish, document, approve, commr
and mainain policies and procedures for identity and access management. Review
and update the policies and procedures at least annually.

te, implement, apply, evaluate

Establish, document, approve, communicate, implement, apply, evaluate
and maintain strong password policies and procedures. Review and update the
fes and procedures at least annually.

Manage, store, and review the information of system identities, and
level of access.

Employ the separation of duties principle when implementing information
system access.

Employ the least privilege principle when implementing information
system access.

Define and implement  user access provisioning process which authorizes,
records, and communicates access changes to data and assets.

De-provision or respectively modify access of movers / leavers or
system identity changes in a timely manner in order to effectively adopt and
communicate identity and access management policies.

Review and revalidate user access for least privilege and separation
of duties with a frequency that is commensurate with organizational risk tolerance.

Define, implement and evaluate processes, procedures and technical
measures for the segregation of privileged access roles such that administrative:
access to data, encryption and key management capabiliies and logging capabiliies
are distinct and separated.

Define and implement an access process to ensure privileged access
roles and rights are granted for a e limited period, and implement procedures
o prevent the culmination of segregated privileged access.

Define, implement and evaluate processes and procedures for customers
<o participate, where applicable, n the granting of access for agreed, high
risk (as defined by the organizational risk assessment) privileged access roles.

Define, implement and evaluate processes, procedures and technical
meastires to ensure the logging infrastructure is read-only for all with write
access, including privileged access roles, and that the abilty to disable it

is controlled through a procedure that ensures the segregation of duties and
break glass procedures.

CCM Control Title CCM Domain Title

Employment Agreement Process

Employment Agreement Content.

Personnel Roles and
Responsibilties

Non-Disclosure Agreements

Security Awareness Training

Personal and Sensitive Data
Awareness and Training

Compliance User Responsibilicy

Identity and Access Management
Policy and Procedures

Strong Password Policy and
Procedures

Idenciy Inventory

Separation of Duties

Least Privilege

User Access Provisioning

User Access Changes and
Revocation

User Access Review.

Segregation of Privileged Access
Roles

Identity & Access
Management

Management of Privileged Access
Roles

CSCs Approval for Agreed
Priy

loged Access Roles

Safeguard Logs Incegrity
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1AM-13.1

1AM-14.1

1AM-14.2

1AM-15.1

1AM-16.1

PY-01.1

1PY-01.2

1PY-01.3

PY-01.4

IPY-01.5

1PY-02.1

1PY-03.1

1PY-04.1

IvS-0L.1

Ivs-01.2

Ivs-02.1

1v5-03.1

1v5-03.2

1vS-03.3

1v5-03.4

IvS-03.5

IV5-04.1

1v5-05.1

1V5-06.1

vs-07.1

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

Question

Are processes, procedures, and technical measures that ensure users are identifiable
through unique identification (or can associate individuals with user identification

usage) defined, implemented, and evaluated?

Are processes, procedures, and technical measures for authenticating access
o systems, application, and data assets including multifactor authentication
for a least-privileged user and sensitive data access defined, implemented, and
evaluated?

Are digital certficates or alternatives that achieve an equivalent security

level for system identities adopted?

Are processes, procedures, and technical measures for the secure management
of passwords defined,

plemented, and evaluated?

Are processes, procedures, and technical measures to verify access to data

and system functions authorized, defined, implemented, and evaluated?

Are policies and procedures established, documented, approved, communicated,
applied, evaluated, and maintained for communications between application services

(eg. APIS)?

Are policies and procedures established, documented, approved, communicated,

applied, evaluated, and maintained for information processing interoperability?

Are policies and procedures established, documented, approved, communicated,

applied, evaluated, and maintained for application development portability?

Are policies and procedures established, documented, approved, communicated,
applied, evaluated, and maintained for information/data exchange, usage, portbily,
incegrity, and persiscence?

Are interoperability and portability policies and procedures reviewed and
updated at least annually?

Are CSCs able to programmatically retrieve their data via an application inerface(s)

to enable inceroperabil

and portability?

Are cryptographically secure and standardized network protocols implemented
for the management, import, and export of data?

Do agreements include provisions specifying CSC data access upon contract termination, and have the following?

2. Data format
b. Duration data will be stored

. Scope of the data retained and made available to the CSCs
4. Data deletion policy

Are infrastructure and virtualization security poli
documented, approved, communicated, applied, evaluated, and maintained?

and procedures estat

Are infrastructure and virtualization security poli
and updated at least annually?

s and procedures reviewed

iy, quality, and capacity planned and monitored in a
way that delivers required system performance, as determined by the business?

Are communications between environments moniored?

Are communications between environments encrypted?

Are between restricted to only. and

authorized connections, as justified by the business?

Are network configurations reviewed at least annually?

Are network configurations supported by the documented justification of all
allowed services, protocols, ports, and compensating controls?

Is every host and guest OS, hypervisor, or infrastructure control plane hardened
(according to their respective best practices) and supported by technical controls
as part of a security baseline?

Are production and non-production environments separated?

Are applications and infrastructures designed, developed, deployed, and configured
such that CSP and CSC (cenant) user access and intra-tenant access is appropriately.
segmented, segregated, monitored, and restricted from other tenants?

Are secure and encrypted communication channels including only up-to-date
and approved protocols used when migrating servers, services, applications, or
daca to cloud environments?

Answer

CSP CAIQ|SSRM Control

Ownership

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

Sono definite una politica e una procedura per la gestione degli
accessi ai sistemi. L'utente ' identiicato mediante credenziali
univache. L'analisi dei rischi considera gli aspetti relativi allaccesso
ai sistemi. Le politiche e e procedure sono rivalutate almeno una
volta Fanno.

‘Sono definite una politica e una procedura per a gestione degli
accessi ai sistemi. L'utente ' identiicato mediante credenziali
univache. L'analisi dei rischi considera gli aspetti relativi allaccesso
O D P RO L I o0
volta

Ceriificati digital di firma sono uilizzati ove necessario.

Sono definite una politica e una procedura per la gestione degli
‘accessi ai sistemi. L'analisi dei ischi considera gli aspett relativ
all'accesso ai sistemi. Le politiche e le procedure sono fivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione degli
‘accessi ai sistemi. L'analisi de rischi considera gli aspett relativ
all'accesso ai sistemi. Le politiche  le procedure sono fivalutate
almeno una volta Ianno.

Sono definite una politica e una procedura per la gestione delle
‘comunicazioni fra sistemi. L'analisi del rischi considera gli aspetti
relativi alle comunicazioni fra sistemi. Le politiche e le procedure
sono rivalutate almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione delle

CSC Responsibilities ccm
(Optional/Recommended) | Control ID.

interoprabilita' fra sistemi. L'analisi dei i aspetti
rlatd ale nteroprabil frasstomi. Lo pltcne e procedure
sono rivalutate almeno. ai
Sono definite una pom-ca e una Wu:ed ra per la gestione della
portabilita’ dei sistemi. L'analisi dei rischi considera gl aspetti relativi
<D DO sl SO i Do
almeno una volta Fant
Sono definite una pom-ca @ una procedura per la gestione
dellinterscambio di informazioni. L'analisi del rischi considera gli
‘aspeti relativi allinterscambio di informazioni fra sistemi. Le politiche
& le procedure sono rivalutate almeno una volta anno.

Le politiche e le procedure sono rivalutate almeno una volta anno.

A clienti ¢ offerta la possibilta’ i accedere e recuperare i propri dati
tramite sistemi di interoperabilta’

Sono definite una politica e una procedura per la gestion

dellinterscambio di informazioni tramite canall crittografati in modo.

standard. L'analisi dei rischi considera gli aspetti relativi

nescai cfogriet ol infomazion! e s apoiche e
e sono rivalutate almeno una volta lar

o son oot relative alla
gestione di loro dati

‘Sono definite una politica e una procedura per a gestione della
sicurezza nella virtualizzazione delle infrastrutture. L'analisi dei rischi
considera gli aspetti relativ alla sicurezza nella virtualizzazione delle
infrastrutture. Le politiche e le procedure sono rivalutate almeno una
wnlta Fanno.

Sono definite una politica e una procedura per la gestione della
sicurezza nella virtualizzazione delle infrastrutture. L'analisi dei rischi
considera gli aspetti relativi alla sicurezza nella virtualizzazione delle
infrastrutture. Le politiche e le procedure sono rivalutate almeno una

Tutte le ai clienti
in modo continuo.

frale ai
clienti sono monitorate in modo continuo,

frale ai
dlienti sono critiografate se esposte su internet.

frale
dlienti sono progettate punto-punto e limitate. Se esposte su intemet
sono possibill solo dopo autenticazione e autorizzazione.

te le

lontsono moniorate in mod cortinuo, o Lo rogoleole orasnture
ntate sana rvalitate almenn iina volta 'an

e perle

opr Le regole e
implementate sono rivalutate almeno una volta I'anno.

Tutte le
un modello securizaeto o sqgomate sscondo o chcason oo
produttori,

Le infrastrutture di produzione sono separate da quelle di sviluppo &
test

Tutte le
clonts0nc vaparat o segmentats, Gl access sone st o el
per ogni cliente.

Tutte le perle

opr Le regole e
implementate sono rivalutate almeno una volta I'anno.

Nessuna

1AM-13
Nessuna

1AM 14
Nessuna
Nessuna

IAM-15
Nessuna

1AM-16
Eventuale definizione dei canali di
comunicazione per lo scambio dati
Eventuale definizione dei canali i
Nessuna

1PY-01
Nessuna
Nessuna
Accettazione delle regole di accesso
ai dati Y02
Nessuna

1PY-03

gole di gestione

dei dati e softoscrizione del contratt

1PY-04
Nessuna
Nessuna ot
Nessuna

v5.02
Nessuna
Nessuna
Nessuna

V503
Nessuna
Nessuna
Nessuna

V504
Nessuna

V505
Nessuna

V506
Nessuna

V507

CCM Control Spe

Define, implement and evaluate processes, procedures and technical
measures that ensure users are identifiable through unique IDs or which can
associate individuals to the usage of user IDs.

Define, implement and evaluate processes, procedures and technical
meastires for authenticating access o systems, application and data assets,
including multfactor authentication for at least privileged user and sensicive
data access. Adopt digital cerificates or alternatives which achieve an equivalent
level of security for system identities.

Define, implement and evaluate processes, procedures and technical
measures for the secure management of passwords.

Define, implement and evaluate processes, procedures and technical
measures to verify access to data and system functions is authorized.

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for interoperability and portability including
requirements for:

2. Communications between application interfaces

b. Information processing interoperabilicy
<. Application development portabil
4. Information/Data exchange, usage, portability, integrity, and persistence
Review and update the policies and procedures at least annually.

Provide application interface(s) to CSCs so that they programmatically
retrieve their data to enable interoperability and portabiliy.

Implement cryptographically secure and standardized newwork protocols
for the management, import and export of data.

Agreements must include provisions specifying CSCs access to data
upon contract termination and will include:

2. Daa format

b. Length of time the data will be stored

<. Scope of the data retained and made available to the CSCs

d. Data deleion policy

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for infrastructure and virtualization security. Review

and update the policies and procedures at least annually.

Plan and monitor the availability, quality, and adequate capacity
of resources in order to deliver the required system performance as determined
by the business.

Monitor, encrypt and restrict communications between environments

o only authenticated and authorized connections, as jusdfied by the business.
Review these configurations at least annualy, and support them by a documented

justification of all allowed services, protocols, ports, and compensating controls.

Harden host and guest OS, hypervisor or infrastructure control plane
according to their respective best practices, and supported by technical controls,
as part of a security baseline

Separate production and non-production environments.

Design, develop, deploy and configure applications and infrastructures
such that CSP and CSC (cenant) user access and intra-tenant access is appropriately
segmented and segregated, monitored and restricted from other tenants.

Use secure and encrypted communication channels when migrating servers,
services, applications, or data to cloud environments. Such channels must include
‘only up-to-date and approved protocols

CCM Control Title CCM Domain Title

Uniquely Idenfiable Users.

Strong Authentication

Passwords Management

Authorization Mechanisms

Interoperability and Portabilicy
Policy and Procedures

Inceroperability &
Porability

Application Interface Availability

Secure Interoperability and
Portability Management

Data Portability Contractual
Obligations

Infrastructure and Virtwalization

Security Policy and Procedures

Capacity and Resource Planning

Network Security

Infrastructure &

Virtwalization Security

OS Hardening and Base Controls

Production and Non-Production
Environments

Segmentation and Segregation

Migration to Cloud Environments
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1v5-08.1

1v5-09.1

LOG-0L.I

LOG-01.;

LOG-02.1

LOG-03.1

L0G-03.2

LOG-04.1

LOG-05.1

LOG-05.2

LOG-06.1

LOG-07.1

L0G-07.2

LOG-08.1

LOG-09.1

LOG-10.1

LOG-I1.I

LOG-12.1

LOG-13.1

LOG-13.2

SEF-01.1

SEF-01.2

SEF-02.1

SEF-02.2

SEF-03.1

SEF-04.1

SEF-05.1

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

Question

Are high-risk environments identified and documented?

Are processes, procedures, and defense-in-depth techniques defined, implemented,
and evaluated for protection, detection, and timely response to network-based

attacks?

Are logging and monitoring policies and procedures established, documented,
approved, communicated, applied, evaluated, and maintained?

Are policies and procedures reviewed and updated at least annually?

Are processes, procedures, and technical measures defined,
evaluated to ensure audit log security and retention?

plemented, and

Are security-related events identified and monitored within applications and

the underlying infrastructure?

s system defined and implemented to generate alerts to responsible stakeholders
based on security events and their corresponding metrics?

s access to audit logs restricted to authorized personnel, and are records.
maintained to provide unique access accountability?

Are security audit logs monitored to detect activity outside of typical or
expected patcerns?

s 2 process established and followed to review and take appropriate and timely
actions on detected anomalies?

15 a reliable time source being used across all relevant information processing
systems?

Are logsing requirements for information meta/data system events established,
documented, and implemented?

Is the scope reviewed and updated at least annually, or whenever there is
a change in the threat environment?

Are audit records generated, and do they contain relevant security information?

Does the information system protect audit records from unauthorized access,
modification, and deletion?

Are monitoring and internal reporing capabilites established to report on
cryprographic operations, encryption, and key management policie, processes,
procedures, and controls?

Are key lifecycle management events logged and monitored to enable auditing
and reporting on cryptographic keys' usage?

1s physical access logged and monitored using an auditable access control
system?

Are processes and technical measures for reporting monitoring system anomalies
and failures defined, implemented, and evaluated?

Are accountable parties immediately notified about anomalies and failures?

Are policies and procedures for security incident management, e-dis
and cloud forensics established, documented, approved, communicated, applied,
evaluated, and maintained?

covery,

Are policies and procedures reviewed and updated annually?

Are policies and procedures for imely management of security incidents established,

documented, approved, communicated, applied, evaluated, and maintained?

Are policies and procedures for timely management of security incidents reviewed
and updated at least annually?

s a security incident response plan that includes relevant internal departments,
impacted CSCs, and other business-critical relationships (such as supply-chain)

established, documented, approved, communicated, applied, evaluated, and maintained?

Is the security incident response plan tested and updated for effectiveness,
as necessary, at planned intervals or upon significant organizational or environmental
changes?

Are information security incident metrics established and monitored?

Answer

CSP CAIQ|SSRM Control

Ownership

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

Sono definite una politica, una procedura e sistemi adeguati per la
gestione delle risposte agli attacchi provenienti da rete internet.

Lanalisi dei rischi considera gli aspetti relativi agl attacchi dat rete.
Le politiche e le procedure sono rivalutate almeno una volta anno.

jca, una procedura e sists i per la
gestione dei log e del monitoraggio dei sistem. Canain ol o
considera gli aspettirelativ ai log e al monitoraggio del sistemi.

Le politiche e le procedure sono rivalutate ameno una volta Fanno.

liica, una procedura
gestione dell‘audit dei log e della loro conservazione. L'analisi dei
fischi considera gli aspetti relativ ai log e alla loro conservazione.

Sono definite una politica, una procedura e sistemi adeguati per la
gestione del monitoraggio degli eventi di sicurezza sui sisteri.
Lanalisi dei rischi considera gli aspett relativi al monitoraggio dei
sistemi o deall vent  scurezza s sistemi.
, una procedura d
gestions del monitoraggio degiieventi i sicurezza sui sistomi "
* pr per

Sono definite una politica, una procedura e sistemi adeguati per la
gestione dell‘audit dei log e della loro conservazione. | log sono
accessibiliin lettura al solo personale autorizzato. Gli accessi ai log
sono reaistrati

jca, una procedura e sists e
gestione dell'audit dei log e della loro conservazione. "\ og sor
R e C D o (s AICg
sono monitora,

Sono definite una politica, una procedura e sistemi adeguati per la
gestione dell‘audit dei log e della loro conservazione. | log sono
accessibiliin lettura al solo personale autorizzato. Gii accessi
‘anomali ai log sono regisirati ed e’ implementato un sistema di
allarme.

E'implementato un server NTP sincronizzalo con una fonte esterma,
a cui tutt i sistemi fanno riferimento.

Sono definite una politica, una procedura e sistemi adeguati per la
gestione dei log e del monitoraggio dei sistemi. L'analisi dei rischi
considera gli aspettirelativ ai log e al monitoraggio del sistemi.

Lo scopo e ivisto in occasione dei Riesami della Direzione.

Registrazioni degli audit sui log sono prodotte solo quando
necessario. Queste registrazioni non contengono da relativi alla
Sicirez7a dei sistemi
‘Sono definite una politica e una procedura per a gestione della
sicurezza nella protezione delle registrazioni di audit. L'analisi dei
fischi considera gli aspetti relativ alla sicurezza nella protezione
ol rgistrazin i i, Le potiche e procedure sono luate
almeno una volta Fan:
Sono defints una paiica e ina procedura per I gestione  fulizzo
delle chiavi crittografiche. L'analisi dei rischi considera gli aspett
relat lls gestone iz dellechia ctogrficre e pltche
e procedure sono rivalutate almeno una volta I

Sono definte una polltica e una procedura per la ges(mne B
y petii
relaivi ala gestione e fullizo dele chiav citografchs, Luizzo
! Sottoposto a oa,
L'accesso ai sistemi fisicl e controllato & registrato tramite log. | log
s0n0 sottoposti al processo di audit.

I sistemi di monitoraggio sono controllati secondo prassi stabilie.
Eventualiloro anomalie sono registrate e valutate.

CSC Responsibilities
(Optional/Recommended)

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Eventuali terze part

senza indugio.

‘Sono definite una politica e una procedura per a gestione degli
incidenti di sicurezza. L'analisi dei rischi considera gli aspetti relativi
agliincidenti di sicurezza. Le politiche e le procedure sono rivalutate
almeno una volta Ianno.

Sono definite una poliica e una procedura per la gestione degli
incidenti di sicurezza. L'analisi el rischi considera gli aspetti relativi
agl incident di sicurezza. Le politiche ¢ le procedure sono rivaluate
aimano una volta 'anno.
Sono definite una poliica e una procedura per a gestione degli
incidentidi sicurezza. L'analisi del rischi considera gl aspet relativ
agi incident di sicurezza. Le poliiche e le procedure sono rvalutate
almeno una volta Fan
Sono defnts una palica o ura rocedura orfa gestions deg
Inidotl 8 Sicurezsa. L anal 80 oo considers gl aopetl rlatt
agl incident di sicurezza. Le politiche e le procedure sono rvalutate

almeno una volta I'a
S O e A ST
incidentidi sicurezza. L'analisi del rischi considera gl aspet relativi
agli incidenti di sicurezza. E* definito un piano per la isposta agli
incidentidi sicurezza. Le politiche e le procedure sono rivalutate
almeno una vola Fanno. | pano pe 2 ispostaagl ncideni

o valutato almena 1na olta fanno

Sono defic una pllica  una procedurs perla gesione degl
incidenti di sicurezza. L'analisi el rischi considera gli aspetti relativi
aglincident di sicurezza. E' definito un piano per la isposta agli
incidenti di sicurezza. Le politiche e procedure sono rivalutate
almeno una volta Fanno. Il piano per 1a isposta agli incidenti
orovato @ rivalutato almano una volta fanno.
La gestione degli incidenti di sicurezza prevede di registrare @
valutare indici significativ

eventuali decisioni in merito.

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

ccM
Control ID

V508

V509

LOG-01

LOG-02

LOG-03

LOG-04

LOG-05

LOG-06

LOG-07

L0G-08

LOG-09

LOG-10

LOG-11

LOG-12

LOG-13

SEF-01

SEF-02

SEF-03

SEF-04

SEF-05

CCM Control Spe

Identfy and document high-risk environmens

Define, i evaluate processes, proced d
techniques for protection, detection, and timely response to network-based attacks.

Establish, document, approve, communicate, apply, evaluate and mainain
policies and procedures for logging and monitoring. Review and update the policies
and procedures at least annually.

Define, implement and evaluate processes, procedures and technical
measires to ensure the security and retention of audit logs.

Identfy and monitor security-related events within applications
and the underlying infrastructure. Define and implement a system to generate
alerts to responsible stakeholders based on such events and corresponding metrics.

Restrict audit logs access to authorized personnel and mainain records
that provide unique access accountability.

Monitor security audit logs to detect activity outside of typical
or expected patterns. Establish and follow a defined process to review and take

appropriate and timely actions on detected anomalies

Use a reliable time source across all relevant information processing
systems.

Establish, document and implement which information meta/data system
events should be logged. Review and update the scope at least annually or whenever
there is a change in the threat environment.

Generate audi records containing relevant security information.

‘The information system protects audit records from unauthorized access,
modification, and deletion.

Establish and maintain 2 monicoring and internal reporting capabilty
over the operations of cryptographic, encryption and key management policies,
processes, procedures, and controls

Log and monitor key lifecycle management events to enable auditing
and reporting on usage of cryptographic keys.

Monitor and log physical access using an auditable access control
system.

Define, implement and evaluate processes, procedures and technical
measres for the reporting of anomalies and failures of the monitoring system
and provide immediate notification to the accountable party.

Establish, document, approve, commur
policies and procedures for Security Incident Management, E-Discovery, and Cloud
Forensics. Review and update the policies and procedures at least annually.

te, apply, evaluate and maintain

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures for the timely management of security incidents. Review
and update the policies and procedures at least annually.

“Establish, document, approve, communicate, apply, evaluate and maintain
2 security incident response plan, which includes but s not limited to: relevant
internal departments, impacted CSCs, and other business critical relacionships
(such as supply-chain) that may be impacted.

Test and update as necessary incident response plans at planned intervals
or upon significant organizational or environmental changes for effectiveness.

Establish and monitor information security incident metrics.

CCM Control Title CCM Domain Title

Network Architecture
Documentation

Network Defense

Logging and Monitoring Policy and
Procedures

Audit Logs Protection

Security Monitoring and Alerting

Audit Logs Access and
Accounability

Audit Logs Monitoring and
Response

Clock Synchronization

Logging and Monicoring

Logging Scope

Log Records

Log Protection

Encryption Monicoring and
Reporting

Transaction/Activity Logging

Access Control Logs

Failures and Anomalies Reporting

Security Incident Management
Policy and Procedures

Service Management Policy and
Procedures

Incident Response Plans

Security Incident
Management, E-Discovery,

Incident Response Testing 8 Cloud Forensics

Incident Response Metrics
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SEF-06.1

SEF-07.1

SEF-07.2

SEF-08.1

STAOLI

STA01.2

STA021

STA03.1

STA04.1

STA05.1

STA06.1

STA0.1

STA08.1

STA09.1

STA-10.1

STA-ILI

STA-12.1

STA-13.1

STA-14.1

TVM-0LLI

TVM-01.2

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

o triage security-related events defined, implemented, and evaluated?

Are processes, procedures, and technical measures for security breach notfications

defined and implemented?

Are security breaches and assumed security breaches reported (including any
relevant supply chain breaches) as per applicable SLAs, laws, and regulations?

Are points of contact maintained for applicable regulation authorites, national
and local law enforcement, and other legal jurisdictional authorities?

Are policies and procedures implementing the shared security responsibility

model (SSRM) within the organization established, documented, approved, communicated,

applied, evaluated, and maintained?

Are the policies and procedures that apply the SSRM reviewed and updated annually?

Is the SSRM applied, documented, implemented, and managed throughout the supply

chain for the cloud service offering?

Is the CSC given SSRM guidance detailing information about SSRM applicability
throughout the supply chain?

I the shared ownership and applicability of all CSA CCM controls delineated
according to the SSRM for the cloud service offering?

s SSRM documentation for all cloud services the organization uses reviewed
and validated?

Are the portions of the SSRM the organization is responsible for implemented,
operated, audited, or assessed?

Is an inventory of all supply chain relationships developed and maintained?

Are risk factors associted with all organizations within the supply chain
periodically reviewed by CSPs2

Do service agreements between CSPs and CSCs (tenants) incorporate at least the following mutually agreed upon provisions and/or terms?
« Scope, characteristics, and location of business relationship and services offered

« Information security requirements (including SSRM)
« Change management process

« Logging and monitoring capability

« Incident management and communication procedures
« Right to audit and third-party assessment

« Service termination

« Interoperability and portabiliy requirements

« Data privacy

Are supply chain agreements between CSPs and CSCs reviewed at least annually?

Is there a process for conducting internal assessments at least annually to
confirm the conformance and effectiveness of standards, policies, procedures,
and SLA activities?

Are policies that require all supply chain CSPs to comply with information
security, confidentialiy, access control, privacy, audit, personnel policy, and
service level requirements and standards implemented?

Are supply chain partner IT governance policies and procedures reviewed periodically?

Is 2 process to conduct periodic security assessments for all supply chain
organizations defined and implemented?

Are policies and procedures established, documented, approved, communicated,

applied, evaluated, and maintined to identify, report, and pri
of vulnerabiltes to protect systems against vulnerability exploitation?

Are threat and vulnerability management policies and procedures reviewed and
updated at least annually?

Question

Are processes, procedures, and technical measures supporting business processes

itize the remediation

CSP CAIQ|SSRM Control
Answer

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

Sono definite una politica e una procedura per la gestione degli
incidenti di sicurezza. L'analisi dei fischi considera gl aspetti relativi
agliincidenti di sicurezza. E' definito un piano per la risposta agli
incidenti di sicurezza. Le politiche e le proced

almeno una volta Ianno. Il piano per la fisposta agli incidenti e"
brovato e rivalutato almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione dei data
breach. L'analisi dei rischi considera gli aspett relativi ai data breach.
E definito un piano per [a risposta ai data breach. Le politiche e e
procedure sono rivalutate almeno una volta 'ann

La gestione dei data breaches prevede la comunicazione degli aventi
significativi alle Autorita’ competenti ed alle terze parl nteressate,
nei tempi previsti dalla legislazione.

Sono definite una politica e una procedura per la gestione dei data

politiche e le procedure sono rivalutate almeno una volta 'anno.

Sono definite una politica e una procedura per la gestione delle
responsabilita’ sugli aspett di sicurezza delle informazion. L'analisi
dei fischi considera gli aspettirelativ aelle responsabilta’ sugli
aspett di sicurezza delle informazioni. Le polifiche ¢ e procedure
sono rivalutate almeno una volta I'anno.

Sono definite una politica e una procedura per la gestione delle
responsabilita’ sugli aspett di sicurezza delle informazion. L'analisi
dei rischi considera gli aspettirelativi aelle responsabilta’ sugli
aspett di sicurezza delle informazioni. Le politiche e e procedure
Sona rivalutate almeno una volta I
Sono definite una politica e una procedura per la gestione delle
responsabilita’ sugli aspett di sicurezza delle informazion. L'analisi
dei fischi considera gli aspettirelativ aelle responsabilta’ sugli
aspetl di sicurezza delle informazion. Le responsabilita’ sono
comuricate  condise con o eventuall fomtor Le policne e
rocedire sono fivalutate almena i Fanno
B T L e TR e TR
responsabilta’ sugli aspetti di sicurezza delle informazion. L'analisi
B oS ol ol T el cspon i e T
Sl o G e o s I
o e o T o (G Ao
i some b aomre o T
Sono definite una politica e una procedura per la gestione delle
responsabilita’ sugli aspett di sicurezza delle informazion. L'analisi
dei fischi considera gli aspettirelativ aelle responsabilta’ sugli
aspett di sicurezza delle informazion. Le responsabilita’ sono
comuricate condise con o eventuall fomtor Le poicne e

rocediire sono fvals

B T L e TR e TDeE D
responsabilta’ sugli aspetti di sicurezza delle informazion. L'analisi
dei rischi considera gli aspettirelativi aelle responsabilta’ sugli
aspeti di sicurezza delle informazion. Le responsabilita’ sono
‘comunicate e condivise con gl eventuall fornitor. Le poliiche e le
procedura sono rivalutate almeno una volta 'anno.
Sono definite una politica e una procedura per la gestione delle
responsabilita’ sugli aspett di sicurezza delle informazion. L'analisi
el rishiconsidra gl aspe la aoll esponsabila sl
aspetl di sicurezza delle informazion. Le responsabilita!
Comunicats @ condivs con i vl ornion L6 paione o
dure sona Avalutate almena na volta fanno.
Nel sistema CMDB sono registrati gli eventuali fonitori per ogni
asset identificato.

Sono definite una politica e na procedura per la gestione delle
responsabilta’ dei fonitori. 'analisi dei rischi considera gli aspetti
relatii alle responsabilta’ def fomnitori. Le responsabilita’ sono
comunicate e condivise con gl eventuali fornitor. Le politiche e le
frocedire sono fivalutate almena na volta Fanno.

s
nallRecommended)

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Icontratti con ive alla
e o e o AR e onition
contrattuali sono rivalutate almeno una volta Ian

gestione
dei dati e sottoscrizione del contratt

1 contratti con | clienti relative alla
geslone i oo datied a el dsenvo applica Le condizion
ot sono i s i ot

Sono definite u o Ia gostono d audt
e (orma pate).Lanals! gl fsch cniiders i aspet rolaht
alfesecuzione di audit interi. Le politche e e procedure sono
rivalutate almeno una volta anno.

Sono definite una politica e una procedura per la gestione delle
responsabilita’ del fornitori. L'analisi del rischi considera gli aspetti
elatii alle responsabilta’ dei fonitori. Le responsabilita’ sono
comunicate e condivise con gli eventuall fornitor. Le politiche e le
procedure sono rivalutate almeno una volta I'ann

E' definita una politica e una procedura per la gestione degli accordi
con I fornitori. | processi e le procedure sono rivalutate almeno una
volta Fanno.

Sono definite una politica e una procedura per la gestione di audit sui
fornitori (seconda parte). L'analisi dei rischi considera gli aspetti
relativi all'esecuzione di audit verso | fomitori. Le politiche e le
procedure sono rivalutate almeno una volta I'ann

E' definita una politica e una procedura per la gestione delle
winerabilita' tecniche. | processi ¢ e procedure sono rivalutate
almeno una volta Ianno.

£ definita una politica e una procedura per la gestione delle
winerabilita' tecniche. | processi ¢ e procedure sono rivalutate
almeno una volta Ianno,

gole di gestione
dei dali e softoscrizione del contratt

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

ccM

Control ID

SEF-06

SEF-07

SEF-08

STAO1

STA02

STA03

STA04

STA05

STA06

STA07

STA08

STA09

STA-I0

STA-IL

STA-12

STA13

STA-14

VMOl

Define, implement and evaluate processes, procedures and technical

measures supporting business processes to triage security-related events

Define and implement, processes, procedures and technical measures

for security breach notifcations. Report security breaches and assumed security
breaches including any relevant supply chain breaches, as per applicable SLAS,
laws and regulations.

Maingin points of contact for applicable regulation authorides,
national and local law enforcement, and other legal urisdictional authorides.

Establish, document, approve, communicate, apply, evaluate and maintain

policies and procedures for the application of the Shared Security Respor

ity

Model (SSRM) within the organization. Review and update the policies and procedures

at least annually.

Apply, document, implement and manage the SSRM throughout the supply
chain for the cloud service offering.

Provide SSRM Guidance to the CSC detailing information about the
SSRM applicability throughout the supply chain.

Delineate the shared ownership and applicabiliy of all CSA CCM controls
according to the SSRM for the cloud service offering.

Review and validate SSRM documentation for all cloud services offerings
the organization uses.

Implement, operate, and audic o assess the portions of the SSRM
which the organization is responsible for.

Develop and maintain an inventory of all supply chain relationships.

CSPs periodically review risk factors associated with all organizations
within their supply chain.

Service agreements between CSPs and CSCs (tenants) must incorporate at least the following mutually-agreed upon provisions andlor terms:

+ Scope, characteristics and location of business relationship and services offered
* Information security requirements (including SSRM)

+ Change management process

 Logging and monitoring capability

* Incident management and communication procedures

+ Right to audit and third party assessment

 Service termination

 Interoperability and portability requirements

* Data privacy

Review supply chain agreements becween CSPs and CSCs at least annually.

Define and implement a process for conducting internal assessments
o confirm conformance and effectiveness of standards, policies, procedures,
and service level agreement activities at least annually.

Implement policies requiring all CSPs throughout the supply chain
o comply with information security, confidentiality, access control, privacy,
audit, personnel policy and service level requirements and standards.

Periodically review the organization's supply chain partners’ IT
governance policies and procedures.

Define and implement a process for conducting security assessments
periodically for all organizations within the supply chain.

Establish, document, approve, communicate, apply, evaluate and maintain

policies and procedures to identfy, report and prioritize the remediation of

vulnerabiltes, in order to protect systems against vulnerabilicy exploitation.
Review and update the policies and procedures at least annually.

CCM Control Spe

CCM Control Title

CCM Domain Title

Event Triage Processes

Security Breach Notification

Points of Contact Maintenance

SSRM Policy and Procedures

SSRM Supply Chain

SSRM Guidance

SSRM Control Ownership

SSRM Documentation Review

SSRM Control Implementation

Supply Chain Management,
Supply Chain Inventory Transparency,and
Accountabilty

Supply Chain Risk Management

Primary Service and Contractual
Agreement

Supply Chain Agreement Review

Internal Compliance Testing

Supply Chain Service Agreement
Compliance

Supply Chain Governance Review

Supply Chain Daca Security.
Assessment

Threat and Vulnerability
Management Policy and
Procedures



M AR
il

TVM-02.1

TVM-02.2

TVM-03.1

TYM-04.1

TVM-05.1

TVM-06.1

TYM-07.1

TVM-08.1

TVM-09.1

TVM.10.1

UEM-0L.I

UEM-01.2

UEM-02.1

UEM.03.1

UEM.05.1

UEM.06.1

UEM.07.1

UEM.08.1

UEM.09.1

UEM-10.1

UEM-1 1.1

UEM-12.1

UEM.13.1

UEM-14.1

INSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

Question

Are policies and procedures to protect against malware on managed assets estat
documented, approved, communicated, applied, evaluated, and maintained?

Are asset management and malware protection policies and procedures reviewed
and updated at least annually?

Are processes, procedures, and technical measures defined, implemented, and

evaluated to enable scheduled and emergency responses to vulnerabilty identifications

(based on the identified risk)?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to update detection tools, threat signatures, and compromise indicators
weekly (or more frequent) basis?

Are processes, procedures, and technical measures defined,
evaluated to identify updates for applications that use third-party or open-source
libraries (according to the organization's vulnerabilicy management policy)?

plemented, and

Are processes, procedures, and technical measures defined, implemented, and
evaluated for periodic, independent, third-party penetration testing?

Are processes, procedures, and technical measures defined, implemented, and
evaluated for vulnerability detection on organizationally managed assets at least
monthly?

s vulnerability remediation prioritized using a risk-based model from an
industry-recognized framework!

s 2 process defined and implemented to track and report vulnerability identification
and remediation activities that include stakeholder notification?

Are metrics for vulnerabilty identification and remediation established,
monicored, and reported at defined intervals?

Are policies and procedures established, documented, approved, communicated,
applied, evaluated, and maintained for all endpoints?

Are universal endpoint management policies and procedures reviewed and updated
ac least annually?

Is there a defined, documented, applicable and evaluated list containing approved
services, applications, and the sources of applications (stores) acceptable for
use by endpoints when accessing or storing orga

cion-managed data?

s process defined and implemented to validate endpoint device compatibility
with operating systems and applications?

s an inventory of all endpoints used and maintained to store and access company
data?

Are processes, procedures, and technical measures defined, implemented and
evaluated, to enforce policies and controls for all endpoints permitted to access

systems and/or store, transmit, or process organizational data?

Are all relevant interactive-use endpoints configured to require an automatic
lock screen?

Are changes to endpoint operating systems, patch levels, andlor applications
managed through the organizational change management process?

Is information protected from unauthorized disclosure on managed endpoints.
with storage encryption?

Are anti-malware detection and prevention technology services configured on
managed endpoints?

Are software firewalls configured on managed endpoints?

Are managed endpoints configured with data loss prevention (DLP) technologies
and rules per a risk assessment?

Are remote geolocation capabilities enabled for all managed mobile endpoints?

Are processes, procedures, and technical measures defined, implemented, and
evaluated to enable remote company data deletion on managed endpoint devices!

Are processes, procedures, and technical and/or contractual measures defined,
implemented, and evaluated to maintain proper security of third-party endpoints
with access to organizational assets!

Answer

CSP CAIQ|SSRM Control

Ownership

CSP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CsP-owned

CSP Implementation Desc
(Optional/Recommended)

E' gefinita una politica e una procedura per la gestione del malware. |
processi e le procedure sono fivalutate almeno una volta Ianno.

E" Gefinita una politica e una procedura per la gestione del malware. |
processi e le procedure sono fivalutate almeno una volta Fanno,

£ definita una politica e una procedura per la gestione del malware
Iidentificazione e Ia risposta alle emergenze di sicurezza. | processi
& le procedure sono rivalutate almeno una volta 'anno.

E" gefinita una politica e una procedura per la gestione del malware
Iidentificazione e Ia risposta alle emergenze di sicurezza. Almeno
setiimanalmente viene verificala adeguatezza delle misure di
protezione implementate.

E' definita una politica e una procedura per la valutazione & la
gestione dell'aggiomamento delle componenti utlizzate nelle
infrastrutture e nello sviluppo applicativo. | processi e e procedure.
sono rivalutate almeno una volta I'anno.

Sono svolti periodicamente Vulnerabilly Assessment interni con uno
stumento di commercio. Almeno annualmente sono svolt da un
laboratorio terzo (Accreditalo IS0 17025 per la parte VA)
Vulnerabilty Assessment e Peneration Test.

‘Sono svoll periodicamente Vulnerabillty Assessment nterni con uno
stumento di commercio. Almeno annualmente sono svolt da un
Iaboratorio terzo (Accreditalo ISO 17025 per Ia parte VA)
Vulnerabilty Assessment e Penetration Test.

Irisultat delle attita’ di VA-PT sono valutati sulla base della gravita®
indicata nei rapport del foritore. Il fomitore uilizza strumer
standard di mercato. Le azioni correttive sono applicate di

conseauenza.
Irisultati delle attvita' di VA-PT sono valutati sulla 3

CSC Responsibilities
(Optional/Recommended)

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

indicata nei rapport del fomitore. Il fomitore utilizza strumenti
standard di mercato. Le azioni correttive sono eventualmente
communicate alle terze pari

La gestione delle wuinerabilita prevede di registrare e valutare indici
significativ.

‘Sono definite una politica e una procedura per la gestione delle.
postazioni di lavoro (cd. PDL). L'analisi dei rischi considera gl aspetti
relativ alle PDL. Le politiche e le procedure sono rivalutate almeno
una volta fanno.
Sono definite una politica e una procedura per la gestione delle
stazioni di lavoro (cd. PDL). L'analisi dei rischi considera gli aspetti
relativ alle PDL. Le politiche e le procedure sono rivalutate almeno
una volta fanno.
‘Sono definite una politica e una procedura per la gestione delle.
applicazizoni utilizzabili nelle PDL. L'analisi dei rischi considera gli
aspett relativi alle applicazioni installabil sulle PDL. Le politiche ¢ le
procedure sono rivalutate almeno una volta I'anno.

Sono definite una politica e una procedura per la gestione delle
stazioni di lavoro (cd. PDL). L'analisi dei rischi considera gli aspetti

relativ alle PDL. Le politiche e le procedure sono rivalutate almeno

una volta fanno.

Nel sistema CMDB sono registrate tutte le PDL ¢ le loro

caratteristiche.

Sono definite una politica e una procedura per la gestione delle

stazioni di lavoro (cd. PDL). L'analisi dei rischi considera gli aspetti
relativ alle PDL. Le politiche e le procedure sono rivalutate almeno
una volta fanno.

Politica sulluso delle PDL.
Blocco schermo dopo 5 minuti di inattivta'

Sono definite regole per Implementazione delle modifiche alle PDL.
(Change management) a garanzia anche degli aspetti di sicurezza.

Le memorie di massa sono protette tramite un sistema di crttografia.
Le PDL sono accessibili solo tramite credenziali personali,

In tutte le PDL &' implementata una soluzione di protezione anti-
malware e firewall. La soluzione €' governata tramite una console
centrale.

In tute le PDL &' implementata una soluzione di protezione anti-
malware e firewall. La soluzione €' goverata tramite una console
centrale

Nelle PDL perla

atiivita'. Tutte le informazioni sono registrate sui sistemi centrali
sottoposti a backup periodici

o
soluzioni di geolocalizzazione delle PDL.
Nelle PDL perla
atiivita'. Tutte le informazioni sono registrate sui sistemi centrali
sottoposti a backup periodici

‘Sono definite una politica e una procedura per a gestione della
sicurezza delle PDL dei foritori con accesso alle infrastrutture.

Lanalisi dei rischi considera gli aspetti relativ alle PDL del fornitori,
Le politiche e le procedure sono rivalutate almeno una volta anno.

eventuali decisioni in merito.

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna

Nessuna,

Nessuna,

Nessuna,

Nessuna,

Nessuna,

Nessuna,

Nessuna,

Nessuna

TVM.02

TVM.03

TVM.04

TVM.0S

TVM.06

TVM.07

TVM.08

TVM.09

TVM.10

UEM-OI

UEM-02

UEM-03

UEM.04

UEM-05

UEM-06

UEM-07

UEM-08

UEM-09

UEM-10

UEM-11

UEM-12

UEM-13

UEM-14

CCM Control Spe

Establish, document, approve, communicate, apply, evaluate and maintain
policies and procedures to protect against malware on managed assets. Review

and update the policies and procedures at least annually.

Define, implement and evaluate processes, procedures and technical

meastires to enable both scheduled and emergency responses to vulnerability identifications,

based on the identified risk.

Define, implement and evaluate processes, procedures and technical
meastires to update detection tools, threat signatures, and indicators of compromise
on a weekly, or more frequent basis.

Define, implement and evaluate processes, procedures and technical
meastires to identify updates for applications which use third party or open
source libraries according to the organization's vulnerability management policy.

Define, implement and evaluate processes, procedures and technical
measures for the periodic performance of penetration testing by independent
third parties

Define, implement and evaluate processes, procedures and technical

measures for the detection of vulnerabilities on organizationally managed assets
at least monthly.

Use a risk-based model for effective prioriization of vulnerabilty
remediation using an industry recognized framework

Define and implement a process for tracking and reporting vulnerability
identification and remediation activities that includes stakeholder notification.

Establish, monitor and report metrics for vulnerability identification
and remediation at defined intervals.

Establish, document, approve, communicate, apply, evaluate and mainain
policies and procedures for all endpoints. Review and update the policies and

procedures at least annually.

Define, document, apply and evaluate a lst of approved services,
applications and sources of applications (stores) acceptable for use by endpoints
when accessing or storing organization-managed data

Define and implement a process for the validation of the endpoint

device's compatibility with operating systems and applications.

Maintain an inventory of all endpoints used to store and access company
daa.

Define, implement and evaluate processes, procedures and technical
meastres to enforce policies and controls for all endpoints permitted to access
systems andlor store, transmit, or process organizational daca.

Configure all relevant interactive-use endpoints to require an automatic
lock screen.

Manage changes to endpoint operating systems, patch levels, and/or
applications through the company's change management processes.

Protect information from unauthorized disclosure on managed endpoint
devices with storage encryption,

Configure managed endpoints with anti-malware detection and prevention
technology and services.

Configure managed endpoints with properly configured software firewalls.

Configure managed endpoints with Data Loss Prevention (DLP) technologies

and rules in accordance with a risk assessment.
Enable remote geo-location capabiliies for all managed mobile endpoins.

Define, implement and evaluate processes, procedures and technical
measures to enable the deletion of company data remotely on managed endpoint
devices.

Define, implement and evaluate processes, procedures and technical

and/or contractual measures to maintain proper security of third-party endpoints
with access to organizational assets.

CCM Control Title CCM Domain Title

Malware Protection Policy and
Procedures

Vulnerability Remediation
Schedule

Detection Updates
Threat & Vulnerability
Management

External Library Vulnerabllities

Penetration Testing

Vulnerability Identification

Vulnerabiliy Prioritization

Vulnerabilicy Management
Reporting

Vulnerability Management Metrics

Endpoint Devices Policy and
Procedures

Application and Service Approval

Compatibility

Endpoint Inventory

Endpoint Management

Automatic Lock Screen
Universal Endpoint
Management
Operating Systems

Storage Encryption

Anti-Malware Detection and

Prevention

Software Firewall

Data Loss Prevention

Remote Locate

Remote Wipe

‘Third-Party Endpoint Security
Posture

End of Standard
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